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2.2.2
Vocabulary

The following terms are used in this Technical Specification:

-
A GSM security context is established and stored in the MS and the network as a result of a successful execution of a GSM authentication challenge. The GSM security context consists of the GSM ciphering key and the ciphering key sequence number.
-
A UMTS security context is established and stored in the MS and the network as a result of a successful execution of a UMTS authentication challenge. The UMTS security context consists of the UMTS ciphering key, the UMTS integrity key, the GSM ciphering key and the cipher key sequence number.

-
idle mode: In this mode, the mobile station is not allocated any dedicated channel; it listens to the CCCH and the BCCH;

-
group receive mode: (only applicable for mobile stations supporting VGCS listening or VBS listening) In this mode, the mobile station is not allocated a dedicated channel with the network; it listens to the downlink of a voice broadcast channel or voice group call channel allocated to the cell. Occasionally, the mobile station has to listen to the BCCH of the serving cell as defined in TS 03.22 and 05.08;

-
dedicated mode: In this mode, the mobile station is allocated at least two dedicated channels, only one of them being a SACCH;

-
group transmit mode: (only applicable for mobile stations supporting VGCS talking) In this mode, one mobile station of a voice group call is allocated two dedicated channels, one of them being a SACCH. These channels can be allocated to one mobile station at a time but to different mobile stations during the voice group call; 

-
packet idle mode: (only applicable for mobile stations supporting GPRS) In this mode, mobile station is not allocated any radio resource on a packet data physical channel; it listens to the PBCCH and PCCCH or, if those are not provided by the network, to the BCCH and the CCCH, see GSM 04.60.

-
packet transfer mode: (only applicable for mobile stations supporting GPRS) In this mode, the mobile station is allocated radio resource on one or more packet data physical channels for the transfer of LLC PDUs.

-
main DCCH: In Dedicated mode and group transmit mode, only two channels are used as DCCH, one being a SACCH, the other being a SDCCH or a FACCH; the SDCCH or FACCH is called here "the main DCCH";

-
A channel is activated if it can be used for transmission, in particular for signalling, at least with UI frames. On the SACCH, whenever activated, it must be ensured that a contiguous stream of layer 2 frames is sent;

-
A TCH is connected if circuit mode user data can be transferred. A TCH cannot be connected if it is not activated. A TCH which is activated but not connected is used only for signalling, i.e. as a DCCH;

-
The data link of SAPI 0 on the main DCCH is called the main signalling link. Any message specified to be sent on the main signalling link is sent in acknowledged mode except when otherwise specified;

-
The term "to establish" a link is a short form for "to establish the multiframe mode" on that data link. It is possible to send UI frames on a data link even if it is not established as soon as the corresponding channel is activated. Except when otherwise indicated, a data link layer establishment is done without an information field.

- 
"channel set" is used to identify TCHs that carry related user information flows, e.g., in a multislot configuration used to support circuit switched connection(s), which therefore need to be handled together. 

-
A temporary block flow (TBF) is a physical connection used by the two RR peer entities to support the uni-directional transfer of LLC PDUs on packet data physical channels, see GSM 04.60.

-
RLC/MAC block: A RLC/MAC block is the protocol data unit exchanged between RLC/MAC entities, see GSM 04.60. 

-
A GMM context is established when a GPRS attach procedure is successfully completed.

-
Network operation mode
The three different network operation modes I, II, and III are defined in TS 23.060 [74].

The network operation mode shall be indicated as system information. For proper operation, the network operation mode should be the same in each cell of one routing area.

-
GPRS MS operation mode
The three different GPRS MS operation modes A, B, and C are defined in TS 23.060 [74]. 

-
RR connection: (A/Gb mode only) a RR connection is a dedicated physical circuit switched domain connection used by the two RR peer entities to support the upper layers' exchange of information flows. 
-
RRC connection: (Iu mode only) A point-to-point bi-directional connection between RRC peer entities on the MS and the UTRAN sides. An MS has either zero or one RRC connection.
-
Signalling connection: (Iu mode only) the access stratum provides signalling connections to the non-access stratum to support the exchange of information between the MS and the core network node (MSC or SGSN). Over Uu, the RRC layer maps all signalling connections for a UE on a single RRC connection. Over Iu, the RANAP layer maps each signalling connection on a separate Iu signalling connection (i.e. one Iu signalling connection for the CS service domain and one Iu signalling connection for the PS service domain).
-
PS signalling connection: (Iu mode only)  the signalling connection for the PS domain.
· -
CS signalling connection: (Iu mode only) the signalling connection for the CS domain.
-
QoS, Quality of Service

-
Inter-System change is a change of radio access between different radio access technologies such as GSM and UMTS.

-
GPRS: Packet Services for GSM and UMTS system.

-
The label (GSM only) indicates this section or paragraph applies only to GSM system. For multi system case this is determined by the current serving radio access network. 

-
The label (UMTS only) indicates this section or paragraph applies only to UMTS system. For multi system case this is determined by the current serving radio access network. 

-
In GSM,... Indicates this paragraph applies only to GSM System. For multi system case this is determined by the current serving radio access network. 

-
In UMTS,... Indicates this paragraph applies only to UMTS System. For multi system case this is determined by the current serving radio access network. 

-
SIM, Subscriber Identity Module (see TS GSM 02.17). This specification makes no distinction between SIM and USIM.

-
MS, Mobile Station. This specification makes no distinction between MS and UE.

-
Cell Notification is an (optimised) variant of the Cell Update Procedure which uses the LLC NULL frame for cell change notification which does not trigger the restart of the READY timer

3
Radio Resource management procedures

See 04.18.

4
Elementary procedures for Mobility Management

4.1
General

This section describes the procedures used for mobility management for non-GPRS services and for GPRS-services at the radio interface (Reference Point Um and Uu).

The main function of the Mobility Management sublayer is to support the mobility of user terminals, such as informing the network of its present location and providing user identity confidentiality.

A further function of the MM sublayer is to provide connection management services to the different entities of the upper Connection Management (CM) sublayer (see TS 24.007).

There are two sets of procedures defined in this chapter: 

-
MM procedures for non-GPRS services (performed by the MM entity of the MM sublayer); and 

-
GMM procedures for GPRS services (performed by the GMM entity of the MM sublayer), see TS 24.007 [20].

In A/Gb mode, all the MM procedures described in this section can only be performed if a RR connection has been established between the MS and the network. Else, the MM sublayer has to initiate the establishment of a RR connection (see GSM 04.18 section 3.3). 
The GMM procedures described in this section, use services provided by the RR sublayer without prior RR connection establishment.

GMM procedures are mandatory and applicable only for GPRS MSs and networks supporting those MSs. For GPRS MSs which are IMSI attached for both GPRS and non-GPRS services, some MM procedures are replaced by GMM combined procedures provided that the network operates in network operation mode I, i.e. is supporting combined GMM procedures. GMM combined procedures are not applicable for the GPRS MS operation mode C but are mandatory for the GPRS MS operation modes A and B and networks supporting network operation mode I, see TS 23.060.

4.1.1
MM and GMM procedures

4.1.1.1
Types of MM and GMM procedures

Depending on how they can be initiated, three types of MM procedures can be distinguished:

1)
MM common procedures:


A MM common procedure can always be initiated whilst a RR connection (in A/Gb mode) or a CS signalling connection (in Iu mode) exists. The procedures belonging to this type are:

Initiated by the network:

-
TMSI reallocation procedure;

-
authentication procedure;

-
identification procedure;

-
MM information procedure;

-
abort procedure.


However, abort procedure is used only if an MM connection is being established or has already been established i.e. not during MM specific procedures or during IMSI detach procedure, see section 4.3.5.

Initiated by the mobile station:

-
IMSI detach procedure (with the exceptions specified in section 4.3.4).

ii)
MM specific procedures:


A MM specific procedure can only be initiated if no other MM specific procedure is running or no MM connection exists. The procedures belonging to this type are:

-
normal location updating procedure;

-
periodic updating procedure;

-
IMSI attach procedure.

iii)
MM connection management procedures:

These procedures are used to establish, maintain and release a MM connection between the mobile station and the network, over which an entity of the upper CM layer can exchange information with its peer. A MM connection establishment can only be performed if no MM specific procedure is running. More than one MM connection may be active at the same time. 
Depending on how they can be initiated, two types of GMM procedures can be distinguished:

i)
GMM common procedures: 

Initiated by the network when a GMM context has been established:

-
P-TMSI (re-) allocation;

-
GPRS authentication and ciphering;

-
GPRS identification;

-
GPRS information.

ii)
GMM specific procedures:


Initiated by the network and used to detach the IMSI in the network for GPRS services and/or non-GPRS services and to release a GMM context:

-
GPRS detach.


Initiated by the MS and used to attach or detach the IMSI in the network for GPRS services and/or non-GPRS services and to establish or release a GMM context:

-
GPRS attach and combined GPRS attach;

-
GPRS detach and combined GPRS detach.


Initiated by the MS when a GMM context has been established:

-
normal routing area updating and combined routing area updating;

-
periodic routing area updating.


In UMTS, initiated by the MS and used to establish a secure connection to the network and/or to request the resource reservation for sending data:

-
Service Request

Next modified section

4.1.2
MM sublayer states

The description of the states for the MM sublayer is organized as follows. The main states for the MS side, related to the procedures, are described in section 4.1.2.1.1. The MM IDLE state is subdivided in substates for the description of the behaviour in idle mode (section 4.1.2.1.2). This behaviour depends on an update status, described in 4.1.2.2. The states for the network side are described in 4.1.2.3.

4.1.2.1
MM sublayer states in the mobile station

In this section, the possible states for the MM sublayer in the mobile station is described. In figure 4.1/TS 24.008 an overview of the MM sublayer protocol is given.

4.1.2.1.1
Main states

0
NULL


The mobile station is inactive (e.g. power down). Important parameters are stored. Only manual action by the user may transfer the MM sublayer to another state.

3
LOCATION UPDATING INITIATED


A location updating procedure has been started and the MM awaits a response from the network. The timer T3210 is running.

5
WAIT FOR OUTGOING MM CONNECTION


The MM connection establishment has been started, and the MM awaits a response from the network. The timer T3230 is running.

6
MM CONNECTION ACTIVE


The MM sublayer has a RR connection (in A/Gb mode) or a CS signalling connection (in Iu mode) to its peer entity on the network side. One or more MM connections are active.

7
IMSI DETACH INITIATED


The IMSI detach procedure has been started. The timer T3220 is running. 

8
PROCESS CM SERVICE PROMPT


The MM sublayer has a RR connection (in A/Gb mode) or a CS signalling connection (in Iu mode) to its peer entity on the network side. The Mobile Station has received a CM SERVICE PROMPT message but has not yet responded $(CCBS)$.

9
WAIT FOR NETWORK COMMAND


The MM sublayer has a RR connection (in A/Gb mode) or a CS signalling connection (in Iu mode) to its peer entity in the network, but no MM connection is established. The mobile station is passive, awaiting further commands from the network. The timer T3240 may be running.

10
LOCATION UPDATE REJECTED


A location updating procedure has been rejected and RR connection release (in A/Gb mode) or CS signalling connection release (in Iu mode) is awaited. The timer T3240 is running.
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Figure 4.1a / TS 24.008: Overview mobility management protocol / MS Side
Modifications to do in figure 4.1a (when double clicking this figure in Word, it converts all the vertical text strings to individual horizontal characters making it impossible to edit this figure): 
· add the state “25. WAIT FOR CS SIGNALLING CONNECTION (PAGING RESPONSE)” with the 2 following transitions (text in bold indicates the text to put as a label on the transition): 
· from MM-IDLE, MM enters this state on “Paging indication received from RRC”, MM does a “CS signalling connection request” and enters the state. 
· From this state when “CS signalling connection established”, MM enters state WAIT FOR NETWORK COMMAND.
· Add the state  “25. WAIT FOR CS SIGNALLING CONNECTION (PAGING RESPONSE)” in the list of states “States 3, 5, 9, 10, 13, 14, 15, 25” that goes back to MM-IDLE when “low layer failure”.
· Search and replace everywhere (states names and transitions texts) “RR connection” with “RR connection/CS signalling connection” EXCEPT in the transistion from MM-IDLE to WAIT FOR NETWORK COMMAND “RR connection established (paging)” (this has to stay as it is).
· Rename the state “18. WAIT FOR RR ACTIVE” to “18. WAIT FOR RR/RRC ACTIVE”
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Additions to Figure 4.1.a/TS 24.008

13. WAIT FOR RR CONNECTION / CS SIGNALLING CONNECTION (LOCATION UPDATING)


The MM sublayer has requested RR connection establishment (in A/Gb mode) or a CS signalling connection establishment (in Iu mode) for starting the location updating procedure.

14. WAIT FOR RR CONNECTION / CS SIGNALLING CONNECTION (MM CONNECTION)


The MM sublayer has requested RR connection establishment (in A/Gb mode) or a CS signalling connection establishment (in Iu mode) for starting the MM connection establishment.

15. WAIT FOR RR CONNECTION / CS SIGNALLING CONNECTION (IMSI DETACH)


The MM sublayer has requested RR connection establishment (in A/Gb mode) or a CS signalling connection establishment (in Iu mode) for starting the IMSI detach procedure.

17. WAIT FOR REESTABLISH [FFS for Iu mode]

A lower layer failure has occurred and re-establishment may be performed from the disturbed CM layer entities.

18. WAIT FOR RR/RRC ACTIVE


The MM sublayer has requested activation of the RR/RRC sublayer.

19. MM IDLE


In A/Gb mode, there is no MM procedure running and no RR connection exists except that a local MM context may exist when the RR sublayer is in Group Receive mode. 

In Iu mode, there is no MM procedure running and no CS signalling connection exists.

This is a compound state, and the actual behaviour of the mobile station to Connection Management requests is determined by the actual substate as described hereafter.

20. WAIT FOR ADDITIONAL OUTGOING MM CONNECTION.


The MM connection establishment for an additional MM connection has been started, and the MM awaits response from the network.

21. MM CONNECTION ACTIVE (GROUP TRANSMIT MODE) (A/Gb mode only)

(Only applicable for mobile stations supporting VGCS talking:) The MM sublayer has a RR connection on the VGCS channel to its peer entity on the network side. Only one MM connection is active.

22. WAIT FOR RR CONNECTION (GROUP TRANSMIT MODE) (A/Gb mode only)

(Only applicable for mobile stations supporting VGCS talking:) The MM sublayer has requested to perform an uplink access on the VGCS channel. 

23. LOCATION UPDATING PENDING


(Only applicable for GPRS MS operation modes A and B; not shown in figure 4.1a) A location updating has been started using the combined GPRS routing area updating procedure.

24. IMSI DETACH PENDING


(Only applicable for GPRS MS operation modes A and B; not shown in figure 4.1a) An IMSI detach for non-GPRS services has been started using the combined GPRS detach procedure at not switching off.
25. WAIT FOR CS SIGNALLING CONNECTION (PAGING RESPONSE) (Iu mode only)


MM has received a paging indication from RRC an has requested the establishment of the CS signalling connection to RRC. MM is waiting for an indication from RRC that the CS signalling connection has been established. See section 4.5.1.3.1.
4.1.2.1.2
Substates of the MM IDLE state

For the description of the behaviour of the MS the MM IDLE state is subdivided in several substates, also called the service states. The service state pertains to the whole MS (ME alone if no SIM is inserted, or ME plus SIM.). The service state depends on the update status (see 4.1.2.2) and on the selected cell.

19.1 NORMAL SERVICE


Valid subscriber data are available, update status is U1, a cell is selected that belongs to the LA where the subscriber is registered.


In this state, all requests from the CM layers are treated normally.

19.2 ATTEMPTING TO UPDATE


Valid subscriber data are available, update status is U2 and a cell is selected. Requests from upper layers are accepted. Emergency call requests are treated normally, otherwise the request triggers first a location updating attempt in the selected cell, and then triggers the needed procedure only in case of successful location updating, otherwise the request is rejected.

19.3 LIMITED SERVICE


Valid subscriber data are available, update status is U3, and a cell is selected, which is known not to be able to provide normal service. Only emergency services are offered.

19.4 NO IMSI


No valid subscriber data (no SIM, or the SIM is not considered valid by the ME), and a cell is selected. Only emergency services are offered.

19.5 NO CELL AVAILABLE


No cell can be selected. This state is entered after a first intensive search failed (state 19.7). Cells are searched at a low rhythm. No services are offered.

19.6 LOCATION UPDATE NEEDED


Valid subscriber data are available, and for some reason a location updating must be done as soon as possible (for instance update status is U1 but the selected cell is not in the registered LA, or the timer has expired, ...). This state is usually of no duration, but can last, e.g., in the case of access class blocking.

19.7 PLMN SEARCH


The mobile station is searching for PLMNs, and the conditions for state 19.8 are not met. This state is ended when either a cell is selected (the new state is 19.1, 19.3 or 19.6), or when it is concluded that no cell is available for the moment (the new state is 19.5).

19.8 PLMN SEARCH, NORMAL SERVICE


Valid subscriber data are available, update status is U1, a cell is selected which belongs to the LA where the subscriber is registered, and the mobile station is searching for PLMNs. This state is ended when either a cell is selected (the new state is 19.1, 19.3 or 19.6), or when it is concluded that no cell is available for the moment (the new state is 19.5).

19.9 RECEIVING GROUP CALL (NORMAL SERVICE) (A/Gb mode only)

Only applicable for mobile stations supporting VGCS listening or VBS listening. Valid subscriber data are available, update status is U1, a VGCS channel or VBS channel is received in a cell that belongs to the LA where the subscriber is registered.


In this state, only requests from the GCC or BCC layers are treated.

19.10 RECEIVING GROUP CALL (LIMITED SERVICE) (A/Gb mode only)

Only applicable for mobile stations supporting VGCS listening or VBS listening. Valid subscriber data are available, update status is U3, a VGCS channel or VBS channel is received in a cell which is known not to be able to provide normal service.


In this state, only requests from the GCC or BCC layers for the reception of VGCS or VBS calls are treated and group call emergency services are offered.

4.1.2.2
The update Status

In parallel with the sublayer states described in section 4.1.2.1 and which control the MM sublayer protocol, an update status exists.

The update status pertains to a specific subscriber embodied by a SIM. This status is defined even when the subscriber is not activated (SIM removed or connected to a switched-off ME). It is stored in a non volatile memory in the SIM. The update status is changed only as a result of a location updating procedure attempt (with the exception of an authentication failure and of some cases of CM service rejection). In some cases, the update status is changed as a result of a GPRS attach, GPRS routing area update, service request or network initiated GPRS detach procedure.

U1 UPDATED


The last location updating attempt was successful (correct procedure outcome, and the answer was acceptance from the network). With this status, the SIM contains also the LAI of the LA where the subscriber is registered, and possibly valid TMSI, GSM ciphering key, UMTS integrity key, UMTS ciphering key and ciphering key sequence number. The "Location update status" stored on the SIM shall be "updated".

U2 NOT UPDATED


The last location updating attempt made failed procedurally (no significant answer was received from the network, including the cases of failures or congestion inside the network).


For this status, the SIM does not contain any valid LAI, TMSI, GSM ciphering key, UMTS integrity key, UMTS ciphering key or ciphering key sequence number. For compatibility reasons, all these fields must be set to the "deleted" value at the moment the status is set to NOT UPDATED. However the presence of other values shall not be considered an error by the mobile station. The "Location update status" stored on the SIM shall be "not updated".

U3 ROAMING NOT ALLOWED


The last location updating attempt run correctly, but the answer from the network was negative (because of roaming or subscription restrictions).


For this status, the SIM does not contain any valid LAI, TMSI, GSM ciphering key, UMTS integrity key, UMTS ciphering key or ciphering key sequence number. For compatibility reasons, all these fields must be set to the "deleted" value at the moment the status is set to ROAMING NOT ALLOWED. However the presence of other values shall not be considered an error by the mobile station. The "Location update status" stored on the SIM shall be "Location Area not allowed".

4.1.2.3
MM sublayer states on the network side

1. IDLE


The MM sublayer is not active except possibly when the RR sublayer is in Group Receive mode.

2. WAIT FOR RR CONNECTION / CS SIGNALLING CONNECTION

The MM sublayer has received a request for MM connection establishment from the CM layer. A RR connection (in A/Gb mode) or a CS signalling connection (in Iu mode) to the mobile station is requested from the RR/RRC sublayer (i.e. paging is performed).

3. MM CONNECTION ACTIVE


The MM sublayer has a RR connection (in A/Gb mode) or a CS signalling connection (in Iu mode) to a mobile station. One or more MM connections are active.

4. IDENTIFICATION INITIATED


The identification procedure has been started by the network. The timer T3270 is running.

5. AUTHENTICATION INITIATED


The authentication procedure has been started by the network. The timer T3260 is running.

6. TMSI REALLOCATION INITIATED


The TMSI reallocation procedure has been started by the network. The timer T3250 is running.

7. SECURITY MODE INITIATED


In Iu mode, the security mode setting procedure has been requested to the RRC sublayer. In GSM, the cipher mode setting procedure has been requested to the RR sublayer.

8a. WAIT FOR MOBILE ORIGINATED MM CONNECTION


A CM SERVICE REQUEST message is received and processed, and the MM sublayer awaits the "opening message" of the MM connection. 

8b. WAIT FOR NETWORK ORIGINATED MM CONNECTION


A CM SERVICE PROMPT message has been sent by the network and the MM sublayer awaits the "opening message" of the MM connection $(CCBS)$.

9. WAIT FOR REESTABLISHMENT (A/Gb mode only)

The RR connection to a mobile station with one or more active MM connection has been lost. The network awaits a possible re-establishment request from the mobile station.

10. WAIT OF A GROUP CALL (A/Gb mode only)

Only applicable in case for mobile station supporting VGCS talking. The MM sublayer has received a request for establishing a VGCS from the GCC sublayer. The request for establishing a VGCS channels is given to the RR sublayer.

11. GROUP CALL ACTIVE (A/Gb mode only)

Only applicable in case of mobile station supporting VGCS talking. A VGCS channel is established by the RR sublayer. An RR connection to the talking mobile station can be established by the RR sublayer on the VGCS channel. The MM sublayer is active but no sending of MM message between the network and the mobile station has occurred.

12. MM CONNECTION ACTIVE (GROUP CALL) (A/Gb mode only)

Only applicable in case of mobile station supporting VGCS talking. The MM sublayer has a RR connection to the talking mobile station on the VGCS channel. Only one MM connection is active.

13. WAIT FOR BROADCAST CALL (A/Gb mode only)

Only applicable in case of VBS. The MM sublayer has received a request for a VBS establishment from the BCC sublayer. The request for establishment of VBS channels is given to the RR sublayer. 

14. BROADCAST CALL ACTIVE (A/Gb mode only)

Only applicable in case of VBS. A VBS channel is established by the RR sublayer. The MM sublayer is active but no explicit MM establishment between the Network and the mobile station has occurred.

Next modified section

4.2
Behaviour of the MS in MM Idle state, GMM-DEREGISTERED state and GMM-REGISTERED state

In this section, the detailed behaviour of the MS in the main states MM IDLE, GMM-DEREGISTERED and GMM-REGISTERED is described. Sections 4.2.1 to 4.2.3 refer to the state MM IDLE, whereas section 4.2.4 and section 4.2.5 refer to the states GMM-DEREGISTERED and GMM-REGISTERED, respectively.

The MM IDLE state is entered when none of the MM procedures are running and no RR connection (in A/Gb mode) or CS signalling connection (in Iu mode) exists. It is left when one of the MM procedures are triggered or a RR connection (in A/Gb mode) or a CS signalling connection (in Iu mode) is established.

The specific behaviour in the MM IDLE state depends on the service state of the mobile station as described in section 4.1.2.1.2. The service state depends in particular on the update status which is defined in section 4.1.2.2.

How an appropriate service state is chosen after power on is described in section 4.2.1, and the specific behaviour of the mobile station in MM IDLE state is described in section 4.2.2. The service state chosen when the MM IDLE state is returned to from any state except NULL state is described in 4.2.3.

It should be noted that transitions between the various MM idle states are caused by (e.g.):

-
results of MM procedures (see section 4.2.3);

-
insertion or removal of the SIM;

-
cell selection/reselection (see also TS 03.22 and TS 25.304);

-
PLMN search (see TS 23.122);

-
loss of coverage.

How various MM procedures affects the service state and the update status is described in the detailed descriptions of the procedures in sections 4.3 to 4.5.

4.2.1
Primary Service State selection

4.2.1.1
Selection of the Service State after Power On.

When mobility management is activated after power-on, the service state is 19.7 PLMN SEARCH. The detailed processing in this state is described in detail in TS 23.122, where procedures for power on and selection of PLMN is described in detail. If the "Location update status" stored on the SIM is different from "updated", then the mobile shall act as if the "Location update status" stored on the SIM is "not updated".

The service state when the PLMN SEARCH state is left depends on the outcome of the search and on the presence of the SIM:

-
if no cell has been found, the state is NO CELL AVAILABLE, until a cell is found;

-
if no SIM is present the state is NO IMSI;

-
if the mobile station has been continuously activated since loosing coverage and then returns to coverage, and if the selected cell is in the location area where the mobile station is registered and the timer T3212 has not expired, then the state is NORMAL SERVICE;

-
if the selected cell is in the location area where the mobile station is registered and IMSI ATTACH is not required and timer T3212 has not expired, then the state is NORMAL SERVICE;

-
if the mobile station is in automatic network selection mode and the selected cell is in a forbidden PLMN or a forbidden LA, then the mobile station enters the LIMITED SERVICE state;

-
if the mobile station is in manual network selection mode and no cell of the selected PLMN has been found, then the mobile station enters the LIMITED SERVICE state;

-
otherwise, the mobile station enters the LOCATION UPDATE NEEDED state.

4.2.1.2
Other Cases

The state PLMN SEARCH is also entered in the following cases:

-
In state NO IMSI, a SIM is inserted;

-
In any state except NO IMSI, NO CELL AVAILABLE, NORMAL SERVICE and RECEIVING GROUP CALL (NORMAL SERVICE) after the user has asked for a PLMN selection;

-
In any state except NO IMSI and NO CELL AVAILABLE, coverage is lost;

-
Roaming is denied;

-
optionally, when the mobile station is in the ATTEMPTING TO UPDATE state and is in Automatic Network Selection mode and location update attempt counter is greater than or equal to 4.

The service state when the PLMN SEARCH is left depends on the outcome of the search and on the presence of the SIM as specified in paragraph 4.2.1.1.

4.2.2
Detailed Description of the MS behaviour in MM IDLE State.

In the MM IDLE state the mobile station shall behave according to the service state. In the following sections the behaviour is described for the non transient service states. It should be noted that after procedures using a RR connection (in A/Gb mode) or a CS signalling connection (in Iu mode), e.g. location updating procedures, section 4.2.3 applies which specifies the selection of the MM idle state. Furthermore when in sub-state NORMAL SERVICE, if a PLMN selection is requested, the MS enters sub-state  PLMN SEARCH, NORMAL SERVICE.

4.2.2.1
Service State, NORMAL SERVICE

When in state MM IDLE and service state NORMAL SERVICE, the mobile station shall:

-
perform normal location updating when a new location area is entered;

-
perform location updating procedure at expiry of timer T3211 or T3213;

-
perform periodic updating at expiration of timer T3212;

-
perform IMSI detach;

-
support requests from the CM layer;

-
respond to paging.

In A/Gb mode, in addition, mobile stations supporting VGCS listening or VBS listening shall:

-
indicate notifications to the GCC or BCC sublayer;

-
respond to notification if the GCC or BCC sublayer requests the reception of a voice group or broadcast call for which no channel description has been received in the notification by the RR sublayer;

-
request the RR sublayer to receive a voice group or broadcast call if the GCC or BCC sublayer requests the reception of a voice group or broadcast call for which a channel description has been received in the notification by the RR sublayer and then go to the service state RECEIVING GROUP CALL (NORMAL SERVICE).

4.2.2.2
Service State, ATTEMPTING TO UPDATE

When in state MM IDLE and service state ATTEMPTING TO UPDATE the mobile station shall:

-
perform location updating procedure at expiry of timer T3211 or T3213;

-
perform normal location updating when the location area identification of the serving cell changes;

-
if entry into this state was caused by c) or d) or f) (with cause different from "abnormal release, unspecified") or g) (with cause "retry upon entry into a new cell") of section 4.4.4.9, then location updating shall be performed when a new cell is entered;

-
if entry into this state was caused by e) or f) (with cause "abnormal release, unspecified") or g) (with cause different from "retry upon entry into a new cell") of section 4.4.4.9, then location updating shall not be performed because a new cell is entered;

-
perform normal location updating at expiry of timer T3212;

-
not perform IMSI detach;

-
support request for emergency calls;

-
use other request from CM layer as triggering of normal location updating procedure (if the location updating procedure is successful, then the request for MM connection is accepted, see section 4.5.1);

-
respond to paging (with IMSI).

In A/Gb mode, in addition, mobile stations supporting VGCS listening or VBS listening shall:

-
indicate notifications to the GCC or BCC sublayer for which a channel description has been received in the notification by the RR sublayer;

-
reject requests of the GCC or BCC sublayer to respond to notifications for which no channel description has been received in the notification by the RR sublayer;

-
request the RR sublayer to receive a voice group or broadcast call if the GCC or BCC sublayer requests the reception of a voice group or broadcast call for which a channel description has been received in the notification by the RR sublayer and then go to the service state RECEIVING GROUP CALL (LIMITED SERVICE).

4.2.2.3
Service State, LIMITED SERVICE

When in state MM IDLE and service state LIMITED SERVICE the mobile station shall:

-
not perform periodic updating;

-
not perform IMSI detach;

-
reject any requests from CM entities for MM connections except for emergency calls;

-
perform normal location updating when a cell is entered which may provide normal service (e.g. location area not in one of the forbidden LAI lists.);

-
it may respond to paging (with IMSI).

In A/Gb mode, in addition, mobile stations supporting VGCS listening or VBS listening shall:

-
indicate notifications to the GCC or BCC sublayer for which a channel description has been received in the notification by the RR sublayer;

-
reject requests of the GCC or BCC sublayer to respond to notifications for which no channel description has been received in the notification by the RR sublayer;

-
request the RR sublayer to receive a voice group or broadcast call if the GCC or BCC sublayer requests the reception of a voice group or broadcast call for which a channel description has been received in the notification by the RR sublayer and then go to the service state RECEIVING GROUP CALL (LIMITED SERVICE).

4.2.2.4
Service State, NO IMSI

When in state MM IDLE and service state NO IMSI the mobile station shall :

-
not start any normal location updating attempt;

-
not perform periodic updating;

-
not perform IMSI detach if powered down;

-
reject any request from CM entities for MM connections except for emergency calls;

-
not respond to paging;

-

In A/Gb mode, in addition, mobile stations supporting VGCS listening or VBS listening shall:

-
not indicate notifications to the GCC or BCC layer.
4.2.2.5
Service State, PLMN SEARCH, NORMAL SERVICE

When in state MM IDLE and service state PLMN SEARCH, NORMAL SERVICE the mobile station shall:

-
if timer T3211 or T3213 expires in this state perform a location updating procedure at the latest if and when back to NORMAL SERVICE state and if the cell is not changed;

-
if timer T3212 expires in this state perform a periodic location updating procedure at the latest if and when back to NORMAL SERVICE state;

-
perform IMSI detach;

-
support requests from the CM layer;

-
listen as far as possible to paging, and respond.

In A/Gb mode, in addition, mobile stations supporting VGCS listening or VBS listening shall:

-
listen as far as possible to notifications and indicate notifications to the GCC or BCC layer;

-
respond to notification if the GCC or BCC sublayer requests the reception of a voice group or broadcast call for which no channel description has been received in the notification by the RR sublayer;

-
request the RR sublayer to receive a voice group or broadcast call if the GCC or BCC sublayer requests the reception of a voice group or broadcast call for which a channel description has been received in the notification by the RR sublayer.

4.2.2.6
Service State, PLMN SEARCH
When in state MM IDLE and service state PLMN SEARCH the mobile station shall:

-
not start any normal location updating attempt;

-
not perform periodic updating;

-
not perform IMSI detach if powered down;

-
reject any request from CM entities for MM connections except emergency calls;

-
not respond to paging.

4.2.2.7
Service State, RECEIVING GROUP CALL (NORMAL SERVICE) (A/Gb mode only)
Only applicable for mobile stations supporting VGCS listening or VBS listening:

When in state MM IDLE and service state RECEIVING GROUP CALL (NORMAL SERVICE), the mobile station shall:

-
perform normal location updating when a new location area is entered;

-
perform location updating procedure at expiry of timer T3211 or T3213;

-
perform periodic updating at expiration of timer T3212;

-
perform IMSI detach;

-
support requests from the GCC or BCC layers;

-
indicate notifications or paging information to the GCC or BCC layer;

-
respond to notification if the GCC or BCC sublayer requests the reception of a voice group or broadcast call for which no channel description has been received in the notification by the RR sublayer;

-
request the RR sublayer to receive another voice group or broadcast call if the GCC or BCC sublayer requests the reception of a voice group or broadcast call for which a channel description has been received in the notification by the RR sublayer.

4.2.2.8
Service State, RECEIVING GROUP CALL (LIMITED SERVICE) (A/Gb mode only)
Only applicable for mobile stations supporting VGCS listening or VBS listening:

When in state MM IDLE and service state RECEIVING GROUP CALL (LIMITED SERVICE), the mobile station shall:

-
not perform periodic updating;

-
not perform IMSI detach;

-
reject any requests from CM entities for MM connections except for emergency calls;

-
perform normal location updating when a cell is entered which may provide normal service (e.g. location area not in one of the forbidden LAI lists.);

-
it may respond to paging (with IMSI);

-
indicate notifications to the GCC or BCC sublayer for which a channel description has been received in the notification by the RR sublayer;

-
reject requests of the GCC or BCC sublayer to respond to notifications for which no channel description has been received in the notification by the RR sublayer;

-
request the RR sublayer to receive a voice group or broadcast call if the GCC or BCC sublayer requests the reception of a voice group or broadcast call for which a channel description has been received in the notification by the RR sublayer and then go to the service state RECEIVING GROUP CALL (LIMITED SERVICE).

4.2.3
Service state when back to state MM IDLE from another state

When returning to MM IDLE, e.g., after a location updating procedure, the mobile station selects the cell as specified in TS 03.22 and TS 25.304. With one exception, this is a normal cell selection.

If this return to idle state is not subsequent to a location updating procedure terminated with reception of cause "Roaming not allowed in this location area" the service state depends on the result of the cell selection procedure, on the update status of the mobile station, on the location data stored in the mobile station and on the presence of the SIM:

-
if no cell has been found, the state is NO CELL AVAILABLE, until a cell is found;

-
if no SIM is present, or if the inserted SIM is considered invalid by the MS, the state is NO IMSI;

-
if the selected cell is in the location area where the MS is registered, then the state is NORMAL SERVICE; it shall be noted that this also includes an abnormal case described in paragraph 4.4.4.9;

-
in A/Gb mode, (only applicable for mobile stations supporting VGCS listening or VBS listening.) if the mobile station was in the service state RECEIVING GROUP CALL (NORMAL SERVICE) or RECEIVING GROUP CALL (LIMITED SERVICE) before the location updating procedure and the selected cell is in the location area where the mobile station is registered, then the state is RECEIVING GROUP CALL (NORMAL SERVICE);

-
if the selected cell is in a location area where the mobile station is not registered but in which the MS is allowed to attempt a location update, then the state is LOCATION UPDATE NEEDED;

-
if the selected cell is in a location area where the mobile station is not allowed to attempt a location update, then the state is LIMITED SERVICE;

-
in A/Gb mode, (only applicable for MSs supporting VGCS listening or VBS listening.) if the MSs was in the service state RECEIVING GROUP CALL (NORMAL SERVICE) or RECEIVING GROUP CALL (LIMITED SERVICE) before the location updating procedure and the selected cell is in the location area where the MS is not allowed to attempt a location update, then the state is RECEIVING GROUP CALL (LIMITED SERVICE);

-
after some abnormal cases occurring during an unsuccessful location updating procedure, as described in paragraph 4.4.4.9, the state is ATTEMPTING TO UPDATE.

In case of a return from a location updating procedure to which was answered "Roaming not allowed in this location area", the service state PLMN SEARCH is entered as specified in section 4.2.1.2.

Next modified section

4.3
MM common procedures

As described in section 4.1.1, a MM common procedure can be initiated at any time whilst a RR connection (in A/Gb mode) or a CS signalling connection (in Iu mode) exists between the network and the mobile station.

4.3.1
TMSI reallocation procedure

The purpose of the TMSI reallocation procedure is to provide identity confidentiality , i.e. to protect a user against being identified and located by an intruder (see GSM 02.09, 03.20 and TS 33.102).

If the identity confidentiality service is applied for an IMSI, a Temporary Mobile Subscriber Identity (TMSI) is used for identification within the radio interface signalling procedures.

The structure of the TMSI is specified in TS 23.003. The TMSI has significance only within a location area. Outside the location area it has to be combined with the Location Area Identifier (LAI) to provide for an unambiguous identity.

Usually the TMSI reallocation is performed at least at each change of a location area. (Such choices are left to the network operator).

The reallocation of a TMSI can be performed either by a unique procedure defined in this section or implicitly by a location updating procedure using the TMSI. The implicit reallocation of a TMSI is described together with that procedure.

If a TMSI provided by a mobile station is unknown in the network e.g. due to a data base failure, the network may require the mobile station to provide its International Mobile Subscriber Identity (IMSI). In this case the identification procedure (see section 4.3.3) should be used before the TMSI reallocation procedure may  be initiated.

The TMSI reallocation  can be initiated by the network at any time whilst a  RR connection (in A/Gb mode) or a CS signalling connection (in Iu mode) exists between the network and the mobile station. 

NOTE 1:
Usually the TMSI reallocation is performed in ciphered mode.

NOTE 2:
Normally the TMSI reallocation will take place in conjunction with another procedure, e.g. at location updating or at call setup (see TS 29.002).

4.3.1.1
TMSI reallocation initiation by the network

The network initiates the TMSI reallocation procedure by sending a TMSI REALLOCATION COMMAND message to the mobile station and starts the timer T3250.

The TMSI REALLOCATION COMMAND message contains a new combination of TMSI and LAI allocated by the network or a LAI and the IMSI if the used TMSI shall be deleted. Usually the TMSI-REALLOCATION COMMAND message is sent to the mobile station using ciphered mode (see GSM 03.20 and TS 33.102).

4.3.1.2
TMSI reallocation completion by the mobile station

Upon receipt of the TMSI REALLOCATION COMMAND message the mobile station stores the Location Area Identifier (LAI) in the SIM. If the received identity is the IMSI of the relevant mobile station, the mobile station deletes any TMSI. If the received identity is a TMSI the mobile station stores the TMSI in the SIM. In both cases the mobile station sends a TMSI REALLOCATION COMPLETE message to the network.

4.3.1.3
TMSI reallocation completion in the network.

Upon receipt of the TMSI REALLOCATION COMPLETE message, the network stops the timer T3250 and either considers the new TMSI as valid or, if an IMSI was sent to the mobile station, considers the old TMSI as deleted.

In A/Gb mode, if the RR connection is no more needed, then the network will request the RR sublayer to release it (see GSM 04.18).
In Iu mode, if the CS signalling connection is no more needed, then the network will start the CS signalling connection release (see TS 25.331).
4.3.1.4
Abnormal cases

Mobile station side:


The mobile station shall consider the new TMSI and new LAI, if any, as valid and the old TMSI and old LAI as deleted as soon as a TMSI REALLOCATION COMMAND or another message containing a new TMSI (e.g. LOCATION UPDATING ACCEPT) is correctly received. Any RR connection failure (in A/Gb mode) or CS signalling connection failure (in Iu mode) at a later stage shall not have any impact on the TMSI and LAI storage.

Network side:

(a)
connection failure:


If the RR connection (in A/Gb mode) or the CS signalling connection (in Iu mode) is lost before the TMSI REALLOCATION COMPLETE message is received, all MM connections (if any) shall be released and both the old and the new TMSIs should be considered as occupied for a certain recovery time.


During this period the network may:

-
use the IMSI for paging in the case of network originated transactions on the CM layer. Upon response from the mobile station the TMSI reallocation is restarted;

-
consider the new TMSI as valid if it is used by the mobile station in mobile originated requests;

-
use the Identification procedure followed by a new TMSI reallocation if the mobile station uses the old TMSI.

Other implementations are possible.

(b)
Expiry of timer T3250:


The TMSI reallocation is supervised by the timer T3250 in the network. At the first expiry of timer T3250 the network may release the RR connection (in A/Gb mode) or the CS signalling connection (in Iu mode).  In this case, the network shall abort the reallocation procedure release all MM connections if any, and follow the rules described for connection failure above.
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Figure 4.1/TS 24.008: TMSI reallocation sequence

4.3.2
Authentication procedure

4.3.2a
Authentication procedure used for a UMTS authentication challenge

The purpose of the authentication procedure is fourfold (see TS 33.102):


First to permit the network to check whether the identity provided by the mobile station is acceptable or not;


Second to provide parameters enabling the mobile station to calculate a new UMTS ciphering key.


Third to provide parameters enabling the mobile station to calculate a new UMTS integrity key.


Fourth to permit the mobile station to authenticate the network

The cases where the authentication procedure should be used are defined in TS 33.102.

The UMTS authentication procedure is always initiated and controlled by the network.  However, there is the possibility for the MS to reject the UMTS authentication challenge sent by the network. UMTS authentication challenge shall be supported by a ME supporting GSM or UMTS radio access.

A UMTS security context is established in the MS and the network when a UMTS authentication challenge is performed in GSM or in UMTS. After a successful UMTS authentication, the UMTS ciphering key, the UMTS integrity key, the GSM ciphering key and the ciphering key sequence number, are stored both in the network and the MS.

4.3.2b
Authentication Procedure used for a GSM authentication challenge 

The purpose of the authentication procedure is twofold (see GSM 03.20):


First to permit the network to check whether the identity provided by the mobile station is  acceptable or not;


Second to provide parameters enabling the mobile station to calculate a new GSM ciphering key.

The cases where the authentication procedure should be used are defined in GSM 02.09.

The authentication procedure is always initiated and controlled by the network. GSM authentication challenge shall be supported by a ME supporting GSM or UMTS radio access.

A GSM security context is established in the MS and the network when a GSM authentication challenge is performed in GSM or in UMTS. After a successful GSM authentication, the GSM ciphering key and the ciphering key sequence number, are stored both in the network and the MS. 

4.3.2.1
Authentication request by the network

The network initiates the authentication procedure by transferring an AUTHENTICATION REQUEST message across the radio interface and starts the timer T3260. The AUTHENTICATION REQUEST message contains the parameters necessary to calculate the response parameters (see GSM 03.20 (in case of GSM authentication challenge) and TS 33.102 (in case of an UMTS authentication challenge)). In a GSM authentication challenge, the AUTHENTICATION REQUEST message also contains the GSM ciphering ciphering key sequence number allocated to the key which may be computed from the given parameters. In a UMTS authentication challenge, the AUTHENTICATION REQUEST message also contains the ciphering key sequence number allocated to the key set of UMTS ciphering key, UMTS integrity key and GSM ciphering key which may be computed from the given parameters.

4.3.2.2
Authentication response by the mobile station

The mobile station shall be ready to respond upon an AUTHENTICATION REQUEST message at any time whilst a RR connection exists (in A/Gb mode) or a CS signalling connection exists (in Iu mode). With exception of the cases described in 4.3.2.5.1, it shall process the challenge information and send back an AUTHENTICATION RESPONSE message to the network. 

In a GSM authentication challenge, the new GSM ciphering key calculated from the challenge information shall overwrite the previous GSM ciphering key and any previously stored UMTS ciphering key and UMTS integrity key shall be deleted. The new GSM ciphering key shall be stored on the SIM together with the ciphering key sequence number.

In a UMTS authentication challenge, the new UMTS ciphering key, the new GSM ciphering key and the new UMTS integrity key calculated from the challenge information shall overwrite the previous UMTS ciphering key, GSM ciphering key and UMTS integrity key. The new UMTS ciphering key, GSM ciphering key and UMTS integrity key are stored on the SIM together with the ciphering key sequence number.

The SIM will provide the mobile station with the authentication response, based upon the authentication challenge from the network. A UMTS authentication challenge will result in the SIM passing a RES to the ME. A GSM authentication challenge will result in the SIM passing a SRES to the ME.

4.3.2.3
Authentication processing in the network

Upon receipt of the AUTHENTICATION RESPONSE message, the network stops the timer T3260 and checks the validity of the response (see GSM 03.20 in case of a GSM authentication challenge respective TS 33.102 in case of an UMTS authentication challenge).

Upon receipt of the AUTHENTICATION FAILURE message, the network stops the timer T3260. In Synch failure case, the core network may renegotiate with the HLR/AuC and provide the MS with new authentication parameters.

4.3.2.4
Ciphering key sequence number

The security parameters for authentication and ciphering are tied together in sets.In a GSM authentication challenge, from a challenge parameter RAND both the authentication response parameter SRES and the GSM ciphering key can be computed given the secret key associated to the IMSI. In a UMTS authentication challenge, from a challenge parameter RAND, the authentication response parameter RES and the UMTS ciphering key and the UMTS integrity key can be computed given the secret key associated to the IMSI. In addition, a GSM ciphering key can be computed from the UMTS ciphering key and the UMTS integrity key by means of an unkeyed conversion function.

In order to allow start of ciphering on a RR connection (in A/Gb mode) or on a RRC connection (in Iu mode) without authentication, the ciphering key sequence numbers are introduced. The ciphering key sequence number is managed by the network in the way that the AUTHENTICATION REQUEST message contains the ciphering key sequence number allocated to the GSM ciphering key (in case of a GSM authentication challenge) or the UMTS ciphering key and the UMTS integrity key (in case of a UMTS authentication challenge) which may be computed from the RAND parameter carried in that message.

The mobile station stores the ciphering key sequence number with the GSM ciphering key (in case of a GSM authentication challenge) and the UMTS ciphering key and the UMTS integrity key (in case of a UMTS authentication challenge) and indicates to the network in the first message (LOCATION UPDATING REQUEST, CM SERVICE REQUEST, PAGING RESPONSE, CM RE-ESTABLISHMENT REQUEST) which ciphering key sequence number the stored GSM ciphering key (in case of a GSM authentication challenge) or set of UMTS ciphering, UMTS integrity and derived GSM ciphering keys (in case of a UMTS authentication challenge) has. 

When the deletion of the ciphering key sequence number is described this also means that the associated GSM ciphering key, the UMTS ciphering key and the UMTS integrity key shall be considered as invalid (i.e. the established GSM security context or the UMTS security context is no longer valid).

In GSM, the network may choose to start ciphering with the stored GSM ciphering key (under the restrictions given in GSM 02.09) if the stored ciphering key sequence number and the one given from the mobile station are equal.

In UMTS, the network may choose to start ciphering and integrity with the stored UMTS ciphering key and UMTS integrity key (under the restrictions given in GSM 02.09 and TS 33.102) if the stored ciphering key sequence number and the one given from the mobile station are equal.

NOTE:
In some specifications the term KSI (Key Set Identifier) might be used instead of the term ciphering key sequence number. 

4.3.2.5
Authentication not accepted by the network

If authentication fails, i.e. if the response is not valid, the network may distinguish between the two different ways of identification used by the mobile station:

-
the TMSI was used;

-
the IMSI was used.

If the TMSI has been used, the network may decide to initiate the identification procedure. If the IMSI given by the mobile station then differs from the one the network had associated with the TMSI, the authentication should be restarted with the correct parameters. If the IMSI provided by the MS is the expected one (i.e. authentication has really failed), the network should proceed as described below.

If the IMSI has been used, or the network decides not to try the identification procedure, an AUTHENTICATION REJECT message should be transferred to the mobile station.

After having sent this message, all MM connections in progress (if any) are released and the network should initiate the RR connection release procedure described in 04.18 (in A/Gb mode) or should initiate the CS signalling connection release procedure described in TS 25.331 (in Iu mode).

Upon receipt of an AUTHENTICATION REJECT message, the mobile station shall set the update status in the SIM to U2 ROAMING NOT ALLOWED, delete from the SIM the stored TMSI, LAI and ciphering key sequence number. The SIM shall be considered as invalid until switching off or the SIM is removed.

If the AUTHENTICATION REJECT message is received in the state IMSI DETACH INITIATED the mobile station shall follow section 4.3.4.3.

If the AUTHENTICATION REJECT message is received in any other state the mobile station shall abort any MM specific, MM connection establishment or call re-establishment procedure, stop any of the timers T3210 or T3230 (if running), release all MM connections (if any), start timer T3240 and enter the state WAIT FOR NETWORK COMMAND, expecting the release of the RR connection (in A/Gb mode) or of the CS signalling connection (in Iu mode). 
In A/Gb mode, if the RR connection is not released within a given time controlled by the timer T3240, the mobile station shall abort the RR connection. 
In Iu mode, if the CS signalling connection is not released within a given time controlled by the timer T3240, the mobile station shall request the release of the CS signalling connection (see TS 25.331).
In all cases, the MS enters state MM IDLE, substate NO IMSI. 

4.3.2.5.1
Authentication not accepted by the MS

In a UMTS authentication challenge, the authentication procedure is extended to allow the MS to check the authenticity of the core network.  Thus allowing, for instance, detection of false base station.

A R99 GSM-only MS connected to a R99 core network (even using the GSM radio access) shall support a UMTS authentication challenge.

Following a UMTS authentication challenge, the MS may reject the core network, on the grounds of an incorrect AUTN parameter (see TS 33.102).  This parameter contains two possible causes for authentication failure:

a)
MAC code failure


If the MS considers the MAC code (supplied by the core network in the AUTN parameter) to be invalid, it shall send an AUTHENTICATION FAILURE message to the network, with the reject cause 'MAC failure'. The MS shall then follow the procedure described in section 4.3.2.6 (c). 

b)
SQN failure


If the MS considers the SQN (supplied by the core network in the AUTN parameter) to be out of range, it shall send a AUTHENTICATION FAILURE message to the network, with the reject cause 'Synch failure' and a re-synchronization token AUTS provided by the SIM (see TS 33.102). The MS shall then follow the procedure described in section 4.3.2.6 (d).

4.3.2.6
Abnormal cases

(a)
connection failure:


Upon detection of a RR connection failure (in A/Gb mode) or of a CS signalling connection failure (in Iu mode) before the AUTHENTICATION RESPONSE is received, the network shall release all MM connections (if any) and abort any ongoing MM specific procedure.

(b)
Expiry of timer T3260:


The authentication procedure is supervised on the network side by the timer T3260. At expiry of this timer the network may release the RR connection (in A/Gb mode) or the CS signalling connection (in Iu mode). In this case the network shall abort the authentication procedure and any ongoing MM specific procedure, release all MM connections if any, and, in A/Gb mode initiate the RR connection release procedure (described in GSM 04.18), in Iu mode initiate the CS signalling connection release (described in 25.331). 

(c) Authentication failure (reject cause ‘MAC failure’):


The MS shall send an AUTHENTICATION FAILURE message, with reject cause ‘MAC failure’, to the network and start timer T3214.  Upon receipt of an AUTHENTICATION FAILURE message from the MS, with reject cause ‘MAC failure,’ the network may initiate the identification procedure described in section 4.3.3.  This is to allow the network to obtain the IMSI from the MS.  The network may then check that the TMSI originally used in the authentication challenge corresponded to the correct IMSI.  Upon receipt of the IDENTITY REQUEST message from the network, the MS shall send the IDENTITY RESPONSE message.


If the TMSI/IMSI mapping in the network was incorrect, the network should respond by sending a new AUTHENTICATION REQUEST message to the MS.  Upon receiving the second AUTHENTICATION REQUEST message from the network, the MS shall stop the timer T3214, if running, and then process the challenge information as normal.


When the first AUTHENTICATION REQUEST message containing an invalid MAC has been received by the MS from the network, the MS shall stop any of the retransmission timers that are running (i.e. T3210, T3220 or T3230).


Upon successfully validating the network (an AUTHENTICATION REQUEST that contains a valid MAC is received), the MS shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3210, T3220 or T3230) , if they were running and stopped when the MS received the first AUTHENTICATION REQUEST message containing an invalid MAC.


It can be assumed that the source of the authentication challenge is not genuine (authentication not accepted by the MS) if any of the following occur:

-
After sending the AUTHENTICATION FAILURE message with the reject cause ‘MAC failure’ the timer T3214 expires;

-
Upon receipt of the second AUTHENTICATION REQUEST while T3214 is running and the MAC value cannot be resolved.


When it has been deemed by the MS that the source of the authentication challenge is not genuine (i.e. authentication not accepted by the MS), the MS shall behave as described in section 4.3.2.6.1.
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Figure 4.2/TS 24.008: Authentication Failure Procedure (reject cause ‘MAC failure’)

(d) Authentication failure (reject cause ‘synch failure’):


The MS shall send an AUTHENTICATION FAILURE message, with reject cause ‘synch failure,’ to the network and start the timer T3216. Upon receipt of an AUTHENTICATION FAILURE message from the MS with the reject cause ‘synch failure,’ the network shall use the returned AUTS parameter from the authentication failure parameter IE in the AUTHENTICATION FAILURE message, to re-synchronise. The re-synchronisation procedure requires the VLR/MSC to delete all unused authentication vectors for that IMSI and obtain new vectors from the HLR. When re-synchronisation is complete, the network shall initiate the authentication procedure. Upon receipt of the AUTHENTICATION REQUEST message, the MS shall stop the timer T3216, if running. 


When the first AUTHENTICATION REQUEST message containing an invalid SQN has been received by the MS from the network, the MS shall stop any of the retransmission timers that are running (i.e. T3210, T3220 or T3230). 


Upon successfully validating the network (a second AUTHENTICATION REQUEST is received which contains a valid SQN) while T3216 is running, the MS shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3210, T3220 or T3230), if they were running and stopped when the MS received the first AUTHENTICATION REQUEST message containing an invalid SQN.


If the MS receives a second AUTHENTICATION REQUEST which contains an invalid SQN while T3216 is running, then the MS shall behave as described in section 4.3.2.6.1.

If the timer T3216 expires, then the MS shall behave as described in section 4.3.2.6.1.
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Figure 4.2a/TS 24.008: Authentication Failure Procedure (reject cause ‘Synch failure’)

4.3.2.6.1 MS behaviour towards a network that has failed the authentication procedure

If the MS deems that the network has failed the authentication check, then the it shall treat the cell where the AUTHENTICATION REQUEST message was received as barred, until refresh of system information data. The MS shall start any retransmission timers (e.g. T3210, T3220 or T3230), if they were running and stopped when the MS received the first AUTHENTICATION REQUEST message containing an invalid MAC or SQN.

4.3.2.7
Handling of keys at intersystem change from UMTS to GSM

At intersystem change from UMTS to GSM, ciphering may be started (see GSM 04.18) without any new authentication procedure. Deduction of the appropriate security key for ciphering in GSM, depends on the current GSM/UMTS security context stored in the MS and the network.

The ME shall handle the GSM ciphering key according to Table 4.3.2.7.1.

Table 4.3.2.7.1/TS 24.008: Intersystem change from UMTS to GSM

Security context established in MS and network in UMTS 


At intersystem change to GSM:

GSM security context


An ME shall apply the GSM cipher key received from the GSM security context residing in the SIM.

UMTS security context


An ME shall apply the GSM cipher key derived by the SIM from the UMTS cipher key and the UMTS integrity key.

NOTE
A SIM with UMTS security context, passes the UMTS cipher key, the UMTS integrity key and the derived GSM cipher key to the ME independent on the current radio access being UMTS or GSM.

4.3.2.7a
Use of established security contexts

In GSM, in the case of an established GSM security context, the GSM ciphering key shall be loaded from the SIM and taken into use by the ME when any valid CIPHERING MODE COMMAND is received during an RR connection (the definition of a valid CIPHERING MODE COMMAND message is given in GSM 04.18 section 3.4.7.2).  

In GSM, in the case of an established UMTS security context, the GSM ciphering key shall be loaded from the SIM and taken into use by the MS when a valid CIPHERING MODE COMMAND is received during an RR connection (the definition of a valid CIPHERING MODE COMMAND message is given in GSM 04.18 section 3.4.7.2). The network shall derive a GSM ciphering key from the UMTS ciphering key and the UMTS integrity key by using the conversion function named “c3” defined in TS 33.102.

In UMTS, in the case of an established GSM security context, the ME shall derive a UMTS ciphering key and a UMTS integrity key from the GSM ciphering key by using the conversion functions named “c4” and “c5” defined in TS 33.102. The GSM ciphering key shall be loaded from the SIM and the derived UMTS ciphering key and UMTS integrity key shall be taken into use by the MS when a valid SECURITY MODE COMMAND indicating CS domain is received (the definition of a valid SECURITY MODE COMMAND message is given in TS 25.331). The network shall derive a UMTS ciphering key and a UMTS integrity key from the GSM ciphering key by using the conversion functions named “c4” and “c5” defined in TS 33.102.

In  Iu mode, in the case of an established UMTS security context, the UMTS ciphering key and UMTS integrity key shall be loaded from the SIM and taken into use by the MS when a valid SECURITY MODE COMMAND indicating CS domain is received (the definition of a valid SECURITY MODE COMMAND message is given in TS 25.331). 

NOTE:
In Iu mode and A/Gb mode, during an ongoing, already ciphering and/or integrity protected connection, the network might initiate a new Authentication procedure in order to establish a new GSM/UMTS security context. The new keys are taken into use in the MS when a new valid SECURITY MODE COMMAND indicating CS domain in Iu mode, or a new valid CIPHERING MODE COMMAND in A/Gb mode, is received.

4.3.2.8
Handling of keys at intersystem change from GSM to UMTS

At intersystem change from GSM to UMTS, ciphering and integrity may be started (see TS 25.331) without any new authentication procedure. Deduction of  the appropriate security keys for ciphering and integrity check in UMTS, depend on the current GSM/UMTS security context stored in the MS and the network.

The ME shall handle the UMTS cipher key and the UMTS integrity key according to Table 4.3.2.8.1. 

Table 4.3.2.8.1/TS 24.008: Intersystem change from GSM to UMTS
Security context established in MS and network in GSM


At intersystem change to UMTS:

GSM security context


An ME shall derive the UMTS cipher key and UMTS integrity key from the GSM cipher key provided by the SIM. The conversion functions named "c4" and "c5" in TS 33.102 are used for this purpose.

UMTS security context


An ME shall apply the UMTS ciphering key and the UMTS integrity key received from the UMTS security context residing in the SIM.

NOTE
A SIM with UMTS security context, passes the UMTS cipher key, the UMTS integrity key and the derived GSM cipher key to the ME independent on the current radio access being UMTS or GSM.

4.3.2.9
Void

4.3.3
Identification procedure

The identification procedure is used by the network to request a mobile station to provide specific identification parameters to the network e.g. International Mobile Subscriber Identity, International Mobile Equipment Identity (cf. TS 23.003). For the presentation of the IMEI, the requirements of GSM 02.09 apply.

4.3.3.1
Identity request by the network

The network initiates the identification procedure by transferring an IDENTITY REQUEST message to the mobile station and starts the timer T3270. The IDENTITY REQUEST message specifies the requested identification parameters in the identity type information element.

4.3.3.2
Identification response by the mobile station

The mobile station shall be ready to respond to an IDENTITY REQUEST message at any time whilst a RR connection exists (in A/Gb mode) or whilst a CS signalling connection exists (in Iu mode).

Upon receipt of the IDENTITY REQUEST message the mobile station sends back an IDENTITY RESPONSE message. The IDENTITY RESPONSE message contains the identification parameters as requested by the network.

Upon receipt of the IDENTITY RESPONSE the network shall stop timer T3270.

4.3.3.3
Abnormal cases

(a)
connection failure:


Upon detection of a RR connection failure (in A/Gb mode) or of a CS signalling connection failure (in Iu mode) before the IDENTITY RESPONSE is received, the network shall release all MM connections (if any) and abort any ongoing MM specific procedure.

(b)
Expiry of timer T3270:


The identification procedure is supervised by the network by the timer T3270. At expiry of the timer T3270 the network may release the RR connection (in A/Gb mode) or the CS signalling connection (in Iu mode). In this case, the network shall abort the identification procedure and any ongoing MM specific procedure, release all MM connections if any, and, in A/Gb mode initiate the RR connection release procedure as described in GSM 04.18, in Iu mode initiate the CS signalling connection release as described in TS 25.331.
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Figure 4.3/TS 24.008: Identification sequence

4.3.4
IMSI detach procedure

The IMSI detach procedure may be invoked by a mobile station if the mobile station is deactivated or if the Subscriber Identity Module (see GSM 02.17 and 31.102) is detached from the mobile station.

A flag (ATT) is  sent by the network as system information and indicates whether the detach procedure is required (see GSM 04.18 or section 10.5.1.12.2). The value of the ATT flag to be taken into account shall be the one sent when the mobile station was in MM idle.


The procedure causes the mobile station to be indicated as inactive in the network.

4.3.4.1
IMSI detach initiation by the mobile station

The IMSI detach procedure consists only of the IMSI DETACH INDICATION message sent from the mobile station to the network. The mobile station then starts timer T3220 and enters the MM sublayer state IMSI DETACH INITIATED.

In A/Gb mode, if no RR connection exists, the MM sublayer within the mobile station will request the RR sublayer to establish a RR connection. If establishment of the RR connection is not possible because a suitable cell is not (or not yet) available then, the mobile station shall try for a period of at least 5 seconds and for not more than a period of 20 seconds to find a suitable cell. If a suitable cell is found during this time then, the mobile station shall request the RR sublayer to establish an RR connection, otherwise the IMSI detach is aborted. 
In Iu mode, if no CS signalling connection exists, the MM sublayer within the mobile station will request the RRC sublayer to establish the CS signalling connection. If the establishment of the CS signalling connection is not possible because a suitable cell is not (or not yet) available then the mobile station shall try for a period of at least 5 seconds and for not more than a period of 20 seconds to find a suitable cell. If a suitable cell is found during this time then, the mobile station shall request the RRC sublayer to establish a CS signalling connection, otherwise the IMSI detach is aborted.
If a RR connection exists (in A/Gb mode) or a CS signalling connection exists (in Iu mode), the MM sublayer will release locally any ongoing MM connections before the IMSI DETACH INDICATION message is sent.

The IMSI detach procedure may not be started if a MM specific procedure is active. If possible, the IMSI detach procedure is then delayed until the MM specific procedure is finished, else the IMSI detach is omitted.

4.3.4.2
IMSI detach procedure in the network

When receiving an IMSI DETACH INDICATION message, the network may set an inactive indication for the IMSI. No response is returned to the mobile station. After reception of the IMSI DETACH INDICATION message the network shall release locally any ongoing MM connections, and, in A/Gb mode start the normal RR connection release procedure (see GSM 04.18),  and in Iu mode initiate the CS signalling connection release as described in 25.331.
In A/Gb mode, (only applicable for a network supporting VGCS) if an IMSI DETACH INDICATION message is received from the talking mobile station in a group call while the network is in service state MM CONNECTION ACTIVE (GROUP TRANSMIT MODE), the network shall release locally the ongoing MM connection and then go to the service state GROUP CALL ACTIVE.

4.3.4.3
IMSI detach completion by the mobile station

Timer T3220 is stopped when the RR connection is released (in A/Gb mode) or when the CS signalling connection is released (in Iu mode). The mobile station should, if possible, delay the local release of the channel to allow a normal release from the network side until T3220 timeout. If this is not possible (e.g. detach at power down) the RR sublayer on the mobile station side should be aborted.

4.3.4.4
Abnormal cases

If the establishment of an RR connection (in A/Gb mode) or of a CS signalling connection (in Iu mode) is unsuccessful, or the RR connection (in A/Gb mode) or the CS signalling connection (in Iu mode) is lost, the IMSI detach is aborted by the mobile station.
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Figure 4.4/TS 24.008: IMSI detach sequence

4.3.5
Abort procedure

The abort procedure may be invoked by the network to abort any on-going MM connection establishment or already established MM connection. The mobile station shall treat ABORT message as compatible with current protocol state only if it is received when at least one MM connection exists or an MM connection is being established.

4.3.5.1
Abort procedure initiation by the network

The abort procedure consists only of the ABORT message sent from the network to the mobile station. Before the sending of the ABORT message the network shall locally release any ongoing MM connection. After the sending the network may start the normal RR connection release procedure (in A/Gb mode) or the CS signalling connection release (in Iu mode).

The Cause information element indicates the reason for the abortion. The following cause values may apply:

# 6:
Illegal ME

#17:
Network failure

4.3.5.2
Abort procedure in the mobile station

At the receipt of the ABORT message the mobile station shall abort any MM connection establishment or call re-establishment procedure and release all MM connections (if any). If cause value #6 is received the mobile station shall delete any TMSI, LAI and ciphering key sequence number stored in the SIM, set the update status to ROAMING NOT ALLOWED (and store it in the SIM according to section 4.1.2.2) and consider the SIM invalid until switch off or the SIM is removed. As a consequence the mobile station enters state MM IDLE, substate NO IMSI after the release of the RR connection (in A/Gb mode) or the CS signalling connection (in Iu mode).

The mobile station shall then wait for the network to release the RR connection (in A/Gb mode) or the CS signalling connection (in Iu mode) - see section 4.5.3.1.

4.3.6
MM information procedure

The MM information message support is optional in the network.

The MM information procedure may be invoked by the network at any time during an RR connection (in A/Gb mode) or a CS signalling connection (in Iu mode).

4.3.6.1
MM information procedure initiation by the network

The MM information procedure consists only of the MM INFORMATION message sent from the network to the mobile station. During an RR connection (in A/Gb mode) or a CS signalling connection (in Iu mode), the network shall send none, one, or more MM INFORMATION messages to the mobile station. If more than one MM INFORMATION message is sent, the messages need not have the same content.

NOTE:
The network may be able to select particular instants where it can send the MM INFORMATION message without adding delay to, or interrupting, any CM layer transaction, e.g. immediately after the AUTHENTICATION REQUEST message.

4.3.6.2
MM information procedure in the mobile station

When the mobile station (supporting the MM information message) receives an MM INFORMATION message, it shall accept the message and optionally use the contents to update appropriate information stored within the mobile station.

If the mobile station does not support the MM information message the mobile station shall ignore the contents of the message and return an MM STATUS message with cause #97.

4.4
MM specific procedures

A MM specific procedure can only be started if no other MM specific procedure is running or no MM connection exists between the network and the mobile station. The end of the running MM specific procedure or the release of all MM connections have to be awaited before a new MM specific procedure can be started.

During the lifetime of a MM specific procedure, if a MM connection establishment is requested by a CM entity, this request will either be rejected or be delayed until the running MM specific procedure is terminated (this depends on the implementation).

Any MM common procedure (except IMSI detach) may be initiated during a MM specific procedure.

Unless it has specific permission from the network (follow-on proceed) the mobile station side should await the release of the RR connection (in A/Gb mode) or CS signalling connection (in Iu mode) used for a MM specific procedure before a new MM specific procedure or MM connection establishment is started.

NOTE:
The network side may use the same RR connection (in A/Gb mode) or a CS signalling connection (in Iu mode) for MM connection management.

4.4.1
Location updating procedure

The location updating procedure is a general procedure which is used for the following purposes:

-
normal location updating (described in this section);

-
periodic updating (see section 4.4.2);

-
IMSI attach (see section 4.4.3).

The normal location updating procedure is used to update the registration of the actual Location Area of a mobile station in the network. The location updating type information element in the LOCATION UPDATING REQUEST message shall indicate normal location updating. The conditions under which the normal location updating procedure is used by a mobile station in the MM IDLE state are defined for each service state in section 4.2.2.

In A/Gb mode, (only applicable for mobile stations supporting VGCS listening or VBS listening) a mobile station in RR group receive mode is in the MM IDLE state, substate RECEIVING GROUP CALL (NORMAL SERVICE) or RECEIVING GROUP CALL (LIMITED SERVICE). To perform a location updating, the MS in RR group receive mode shall leave the group receive mode, establish an independent dedicated RR connection to perform the location updating as described above and return to the RR group receive mode afterwards.

The normal location updating procedure shall also be started if the network indicates that the mobile station is unknown in the VLR as a response to MM connection establishment request.

To limit the number of location updating attempts made, where location updating is unsuccessful, an attempt counter is used. The attempt counter is reset when a mobile station is switched on or a SIM card is inserted.

Upon successful location updating the mobile station sets the update status to UPDATED in the SIM, and stores the received Location Area Identification in the SIM. The attempt counter shall be reset.

The detailed handling of the attempt counter is described in 4.4.4.6 to 4.4.4.9.

The Mobile Equipment shall contain a list of "forbidden location areas for roaming", as well as a list of "forbidden location areas for regional provision of service". These lists shall be erased when the MS is switched off or when the SIM is removed, and periodically (with period in the range 12 to 24 hours). The location area identification sent by the network that triggered the location updating request shall be added to the suitable list whenever a location update reject message is received with the cause "Roaming not allowed in this location area" or with the cause "Location Area not allowed". The lists shall accommodate each 10 or more location area identifications. When the list is full and a new entry has to be inserted, the oldest entry shall be deleted. 

The cell selection processes in the different states are described in TS 03.22 and GSM 05.08 and TS 25.304.

The location updating procedure is always initiated by the mobile station.

4.4.2
Periodic updating

Periodic updating may be used to notify periodically the availability of the mobile station to the network. Periodic updating is performed by using the location updating procedure. The location updating type information element in the LOCATION UPDATING REQUEST message shall indicate periodic updating.

The procedure is controlled by the timer T3212 in the mobile station. If the timer is not already started, the timer is started each time the mobile station enters the MM IDLE substate NORMAL SERVICE or ATTEMPTing TO UPDATE. When the MS leaves the MM Idle State the timer T3212 shall continue running until explicitly stopped.

The timer is stopped (shall be set to its initial value for the next start) when:

-
a LOCATION UPDATING ACCEPT or LOCATION UPDATING REJECT message is received;

-
an AUTHENTICATION REJECT message is received;

-
the first MM message is received, or ciphering mode setting (in A/Gb mode) or security mode setting (in Iu mode) is completed in the case of MM connection establishment, except when the most recent service state is LIMITED SERVICE;

-
the mobile station has responded to paging and thereafter has received the first correct layer 3 message with PD set to MM, CC, SS or SMS;

-
the mobile station is deactivated (i.e. equipment powered down or SIM removed).

When the timer T3212 expires, the location updating procedure is started and the timer shall be set to its initial value for the next start. If the mobile station is in other state than MM Idle when the timer expires the location updating procedure is delayed until the MM Idle State is entered.

The conditions under which the periodic location updating procedure is used by a mobile station in the MM IDLE state are defined for each service state in section 4.2.2.

If the mobile station is in service state NO CELL AVAILABLE, LIMITED SERVICE, PLMN SEARCH or PLMN SEARCH-NORMAL SERVICE when the timer expires the location updating procedure is delayed until this service state is left.

 The timeout value T3212 is sent by the network as system information (see GSM 04.18 or section 10.5.1.12.2). The (periodic) location updating procedure is not started if the system information at the time the procedure is triggered indicates that periodic location shall not be used. 

The T3212 timeout value shall not be changed in the NO CELL AVAILABLE, LIMITED SERVICE, PLMN SEARCH and PLMN SEARCH-NORMAL SERVICE states.

When a change of the T3212 timeout value has to be taken into account and the timer is running (at change of the serving cell or, change of the broadcast value of T3212), the MS shall behave as follows:


Let t1 be the new T3212 timeout value and let t be the current timer value at the moment of the change to the new T3212 timeout value; then the timer shall be restarted with the value t modulo t1.

When the mobile station is activated, or when a change of the T3212 timeout value has to be taken into account and the timer is not running, the mobile station shall behave as follows:


Let t1 be the new T3212 timeout value, the new timer shall be started at a value randomly, uniformly drawn between 0 and t1.

4.4.3
IMSI attach procedure

The IMSI attach procedure is the complement of the IMSI detach procedure (see section 4.3.4). It is used to indicate the IMSI as active in the network. 

A flag (ATT) is  sent by the network as system information and indicates whether the attach and detach procedures are required to be used or not (see GSM 04.18 or section 10.5.1.12.2).


The IMSI attach procedure is invoked if the detach/attach procedures are required by the network and an IMSI is activated in a mobile station (i.e. activation of a mobile station with plug-in SIM, insertion of a card in a card-operated mobile station etc.) within coverage area from the network or a mobile station with an IMSI activated outside the coverage area enters the coverage area. The IMSI attach procedure is used only if the update status is UPDATED and if the stored Location Area Identification is the same as the one which is actually  sent by the network on the current serving cell. Otherwise a normal location updating procedure (see section 4.4.1) is invoked independently of the ATT flag indication.

IMSI attach is performed by using the location updating procedure. The location updating type information element in the LOCATION UPDATING REQUEST message shall in this case indicate IMSI attach.

4.4.4
Generic Location Updating procedure

4.4.4.1
Location updating initiation by the mobile station

Any timer used for triggering the location updating procedure (e.g. T3211, T3212) is stopped if running.

In A/Gb mode, as no RR connection exists at the time when the location updating procedure has to be started, the MM sublayer within the mobile station will request the RR sublayer to establish a RR connection and enter state WAIT FOR RR CONNECTION / CS SIGNALLING CONNECTION (LOCATION UPDATE). The procedure for establishing an RR connection is described in GSM 04.18 section 3.3.
In Iu mode, as no CS signalling connection exists at the time when the location updating procedure has to be started, the MM sublayer within the mobile station will request the RRC sublayer to establish the CS signalling connection  (see TS 25.331) and enter state WAIT FOR RR CONNECTION / CS SIGNALLING CONNECTION (LOCATION UPDATE).
The mobile station initiates the location updating procedure by sending a LOCATION UPDATING REQUEST message to the network (note: the message is actually sent as part of the above establishment of the RR connection (in A/Gb mode) or of the CS signalling connection (in Iu mode)), starts the timer T3210 and enters state LOCATION UPDATING INITIATED. The location updating type information element shall indicate what kind of updating is requested.

4.4.4.1a
Network Request for Additional mobile station Capability Information

In GSM, the network may initiate the classmark interrogation procedure, for example, to obtain further information on the mobile station's encryption capabilities.

4.4.4.2
Identification request from the network

The network may initiate the identification procedure, e.g. if the network is unable to get the IMSI based on the TMSI and LAI used as identification by the mobile station (see section 4.3.3).

4.4.4.3
Authentication by the network

The authentication procedure (see section 4.3.2) may be initiated by the network upon receipt of the LOCATION UPDATING REQUEST message from the mobile station. (See the cases defined in GSM 02.09).

4.4.4.4
Ciphering mode setting or Security mode setting by the network

In A/Gb mode, the ciphering mode setting procedure (see GSM 04.18 section 3.4.7) may be initiated by the network, e.g., if a new TMSI has to be allocated.

In Iu mode, the security mode control procedure (see TS 25.331 and section 4.1.1.1.1) may be initiated by the network, e.g., if a new TMSI has to be allocated.

4.4.4.5
Attempt Counter

To limit the number of location updating attempts made, where loca​tion updating is unsuccessful, an attempt counter is used. It counts the number of consecutive unsuccessful location update attempts.

The attempt counter is incremented when a location update procedure fails. The specific situations is specified in section 4.4.4.9.

The attempt counter is reset when:

-
the mobile station is powered on;

-
a SIM is inserted;

-
location update is successfully completed;

-
location update completed with cause #11, #12 or #13 (see section 4.4.4.7).

and in case of service state ATTEMPTING to UPDATE:

-
a  MS detects that a new location area is entered;

-
expiry of timer T3212;

-
location update is triggered by CM sublayer requests.

The attempt counter is used when deciding whether to re-attempt a location update after timeout of timer T3211.

4.4.4.6
Location updating accepted by the network

If the location updating is accepted by the network a LOCATION UPDATING ACCEPT message is transferred to the mobile station.

In case the identity confidentiality service is active (see section 4.3.1 and 4.4.4.4), the TMSI reallocation may be part of the location updating procedure. The TMSI allocated is then contained in the LOCATION UPDATING ACCEPT message together with the location area identifier LAI. The network shall in this case start the supervision timer T3250 as described in section 4.3.1.

If the network wishes to prolong the RR connection (in A/Gb mode) or the CS signalling connection (in Iu mode) to allow the mobile station to initiate MM connection establishment (for example if the mobile station has indicated in the LOCATION UPDATING REQUEST that it has a follow-on request pending) the network shall send "follow on proceed" in the LOCATION UPDATING ACCEPT and start timer T3255.

The mobile station receiving a LOCATION UPDATING ACCEPT message shall store the received location area identification LAI, stop timer T3210, reset the attempt counter and set the update status in the SIM to UPDATED. If the message contains an IMSI, the mobile station is not allocated any TMSI, and shall delete any TMSI in the SIM accordingly. If the message contains a TMSI, the mobile station is allocated this TMSI, and shall store this TMSI in the SIM and a TMSI REALLOCATION COMPLETE shall be returned to the network. If neither IMSI nor TMSI is received in the LOCATION UPDATING ACCEPT message, the old TMSI if any available shall be kept.

If the LAI or PLMN identity contained in the LOCATION UPDATING ACCEPT message is a member of any of the "forbidden lists" then any such entries shall be deleted.

After that, the mobile station shall act according to the presence of the "Follow-on proceed" information element in the LOCATION UPDATING ACCEPT; if this element is present and the mobile station has a CM application request pending, it shall send a CM SERVICE REQUEST to the network and proceed as in section 4.5.1.1. Otherwise, it shall start timer T3240 and enter state WAIT FOR NETWORK COMMAND.

In A/Gb mode, furthermore, the network may grant authorisation for the mobile station to use GSM-Cordless Telephony System (CTS) in the Location Area and its immediate neighbourhood. The mobile should memorise this permission in non-volatile memory. If the "CTS permission" IE is not present in the message, the mobile is not authorised to use GSM-CTS, and shall accordingly delete any memorised permission.

NOTE:
the interaction between CTS and GPRS procedures are not yet defined.

4.4.4.7
Location updating not accepted by the network

If the location updating cannot be accepted the network sends a LOCATION UPDATING REJECT message to the mobile station. The mobile station receiving a LOCATION UPDATING REJECT message shall stop the timer T3210, store the reject cause, start T3240, enter state LOCATION UPDATING REJECTED await the release of the RR connection (in A/Gb mode) or the CS signalling connection (in Iu mode) triggered by the network. Upon the release of the RR connection (in A/Gb mode) or the CS signalling connection (in Iu mode) the mobile station shall take the following actions depending on the stored reject cause:

# 2:
IMSI unknown in HLR;

# 3:
Illegal MS; or

# 6:
Illegal ME.


The mobile station shall set the update status to ROAMING NOT ALLOWED (and store it in the SIM according to section 4.1.2.2), and delete any TMSI, stored LAI and ciphering key sequence number and shall consider the SIM as invalid until switch-off or the SIM is removed.

# 11:
PLMN not allowed;

# 12:
Location Area not allowed; or

# 13:
Roaming not allowed in this location area.


The mobile station shall delete any LAI, TMSI and ciphering key sequence number stored in the SIM, reset the attempt counter, set the update status to ROAMING NOT ALLOWED (and store it in the SIM according to section 4.1.2.2). The mobile station shall store the LAI or the PLMN identity in the suitable forbidden list, i.e. in the "forbidden PLMN list" for cause #11, in the list of "forbidden location areas for regional provision of service" for cause #12, and in the list of "forbidden location areas for roaming" for cause #13. In addition, the MS will memorize if cause #13 was received, so to perform a PLMN selection when back to the MM IDLE state.

Other values are considered as abnormal cases and the specification of the mobile station behaviour in those cases is given in section 4.4.4.9.

4.4.4.8
Release of the RR connection or of the CS signalling connection after location updating

When the Location updating procedure is finished (see sections 4.4.4.6 and 4.4.4.7) the mobile station shall (except in the case where the mobile has a follow-on CM application request pending and has received the follow-on proceed indication, see 4.4.4.6) set timer T3240 and enter the state WAIT FOR NETWORK COMMAND, expecting the release  of the RR connection (in A/Gb mode) or the CS signalling connection (in Iu mode). The network may decide to keep the RR connection (in A/Gb mode) or the CS signalling connection (in Iu mode) for network initiated establishment of a MM connection, or to allow for mobile initiated MM connection establishment.

In A/Gb mode, any release of the RR connection shall be initiated by the network according to GSM 04.18. If the RR connection is not released within a given time controlled by the timer T3240, the mobile station shall abort the RR connection. 
In Iu mode, any release of the CS signalling connection shall be initiated by the network according to TS 25.331. If the CS signalling connection is not released within a given time controlled by the timer T3240, the mobile station shall request the release of the CS signalling connection (see TS 25.331).
In all cases, the MS shall return to state MM IDLE.

At transition to state MM IDLE, substates NORMAL SERVICE or RECEIVING GROUP CALL (NORMAL SERVICE) or ATTEMPTING TO UPDATE either timer T3212 or timer T3211 may be started as described in section 4.4.4.9.

4.4.4.9
Abnormal cases on the mobile station side

The different abnormal cases that can be identified are the following:

a)
Access barred because of access class control


The location updating procedure is not started. The mobile station stays in the current serving cell and applies normal cell reselection process. The procedure is started as soon as possible and if still necessary (when the barred state is ended or because of a cell change)

b)
The answer to random access is an IMMEDIATE ASSIGNMENT REJECT message (A/Gb mode only)

The location updating is not started. The mobile station stays in the chosen cell and applies normal cell selection process. The waiting timer T3122 is reset when a cell change occurs. The procedure is started as soon as possible after T3122 timeout if still necessary.
NOTE: this bullet point b) applies only to A/Gb mode because the handling by RRC of the RRC CONNECTION REJECTS message (equivalent of the RR message IMMEDIATE ASSIGNMENT REJECT) is different. 
[FFS: timer T3122 is an RR timer. Should this part of the specification move to GSM 04.18?]
c)
Random access failure (A/Gb mode only)

Timer T3213 is started. When it expires the procedure is attempted again if still necessary.

NOTE:
As specified in GSM 05.08, a cell reselection then takes place, with return to the cell inhibited for 5 seconds if there is at least one other suitable cell. Typically the selection process will take the mobile station back to the cell where the random access failed after 5 seconds.


If at the expiry of timer T3213 a new cell has not been selected due to the lack of valid information (see GSM 05.08), the mobile station may as an option delay the repeated attempt for up to 8 seconds to allow cell re-selection to take place. In this case the procedure is attempted as soon as  a new  cell has been selected or the mobile station has concluded that no other cell can be selected.


If random access failure occurs for two successive random access attempts for location updating the mobile station proceeds as specified below.
NOTE: this bullet point c) applies only to GSM because in Iu mode the RRC sublayer handles Random access retries differently. There is no retry on another cell specified in case of Random Access failure in TS 25.331. The discussion to try or not on another cell should not be in NAS specifications.
d)
RR connection failure (A/Gb mode only)

The procedure is aborted and the mobile station proceeds as specified below.
NOTE: this bullet point d) applies only to GSM because in Iu mode a RRC re-establishment procedure is already specified in TS 25.331. This RRC re-establishment uses timers equivalent to timer T3211 below. Hence in Iu mode, the need for timer T3211 and repetitions at a NAS level is not justified.
e)
T3210 timeout


The procedure is aborted, the RR connection is aborted (in A/Gb mode) or MM requests the release of the CS signalling connection (in Iu mode) and the MS proceeds as specified below.

f)
RR release before the normal end of procedure (A/Gb mode only)

The procedure is aborted and the mobile station proceeds as specified below.
NOTE: this bullet point f) applies only to GSM because in Iu mode a RRC re-establishment procedure is already specified in TS 25.331. This RRC re-establishment uses timers equivalent to timer T3211 below. Hence in Iu mode, the need for timer T3211 and repetitions at a NAS level is not justified.
g)
Location updating reject, other causes than those treated in section 4.4.4.7


The MS waits for release of the RR connection (in A/Gb mode) or of the CS signalling connection (in Iu mode) as specified in section 4.4.4.8, and then proceeds as specified below.
h) RRC connection failure or CS signalling connection failure (Iu mode only)

The procedure is aborted. The mobile station shall consider the attempt counter greater than 4 and shall proceed as specified below.
In cases d) to h) above and for repeated failures as defined in c) above the mobile station proceeds as follows. Timer T3210 is stopped if still running. In A/Gb mode, the RR Connection is aborted in case of timer T3210 timeout. In Iu mode MM requests for the relase of the CS signalling connection in case of timer T3210 timeout. The attempt counter is incremented. The next actions depend on the Location Area Identities (stored and received from the network for the current serving cell) and the value of the attempt counter.

–
the update status is UPDATED, and the stored LAI is equal to the one received from the network on the current serving cell and the attempt counter is smaller than 4:


The mobile station shall keep the update status to UPDATED, the MM IDLE sub-state after the RR connection release (in A/Gb mode) or after the CS signalling connection release (in Iu mode) is NORMAL SERVICE. The mobile station shall memorize the location updating type used in the location updating procedure. It shall start timer T3211 when the RR connection is released (in A/Gb mode) or when the CS signalling connection is released (in Iu mode). When timer T3211 expires the location updating procedure is triggered again with the memorized location updating type;

–
either the update status is different from UPDATED, or the stored LAI is different from the one received from the network on the current serving cell, or the attempt counter is greater or equal to 4:


The mobile station shall delete any LAI, TMSI, ciphering key sequence number stored in the SIM, set the update status to NOT UPDATED and enter the MM IDLE sub-state ATTEMPTING TO UPDATE when the RR connection is released (in A/Gb mode) or when the CS signalling connection is released (in Iu mode) (See section 4.2.2.2 for the subsequent actions). If the attempt counter is smaller than 4, the mobile station shall memorize that timer T3211 is to be started when the RR connection is released (in A/Gb mode) or when the CS signalling connection is released (in Iu mode), otherwise it shall memorize that timer T3212 is to be started when the RR connection is released (in A/Gb mode) or when the CS signalling connection is released (in Iu mode).

4.4.4.10
Abnormal cases on the network side

a)
connection failure


If a RR connection failure (in A/Gb mode) or a CS signalling connection failure (in Iu mode) occurs during a common procedure integrated with the location updating procedure, the behaviour of the network should be according to the description of that common procedure.

If a RR connection failure (in A/Gb mode) or a CS signalling connection failure (in Iu mode) occurs when a common procedure does not exist, the location updating procedure towards the mobile station should be aborted.

b)
protocol error


If the LOCATION UPDATING REQUEST message is received with a protocol error, the network should, if possible, return a LOCATION UPDATING REJECT message with one of the following Reject causes:

#96:
Mandatory information element error

#99:
Information element non-existent or not implemented

#100:
Conditional IE error

#111:
Protocol error, unspecified


In A/Gb mode, having sent the response, the network should start the channel release procedure (see GSM04.18).
In Iu mode, having sent the response, the network should release the CS signalling connection using the signalling connection release procedure (see TS 25.331 section 8.1.13).
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Figure 4.5/TS 24.008: Location updating sequence

4.4.5
Void

4.4.6
Void

4.5
Connection management sublayer service provision 

The concept of MM connection is introduced in this section.  This concept is mainly a descriptive tool: The establishment of an MM connection by the network can be local (i.e. it is achieved by the transmission of the first CM layer message and without the transmission of any MM layer messages) or can be achieved by the transmission of a CM SERVICE PROMPT message (eg. in the case of certain ring back services). The release of an MM connection by the network or by the mobile station is always local, i.e. these purposes can be achieved without sending any MM messages over the radio interface. (On the contrary, establishment of an MM connection by the mobile station requires the sending of MM messages over the radio interface. An exception is VGCS, where an MM connection will be established as result of an uplink access procedure (see GSM 04.18).)

The Mobility Management (MM) sublayer is providing connection management services to the different entities of the upper Connection management (CM) sublayer (see TS 24.007). It offers to a CM entity the possibility to use an MM connection for the exchange of information with its peer entity. An MM connection is established and released on request from a CM entity. Different CM entities communicate with their peer entity using different MM connections. Several MM connections may be active at the same time.

In A/Gb mode, an MM connection requires an RR connection. All simultaneous MM connections for a given mobile station use the same RR connection.
In Iu mode, an MM connection requires a CS signalling connection. All simultaneous MM connections for a given mobile station use the same CS signalling connection. 
In the following sections, the procedures for establishing, re-establishing, maintaining, and releasing an MM connection are described, usually separately for the mobile station and the network side.

4.5.1
MM connection establishment

4.5.1.1
MM connection establishment initiated by the mobile station

Upon request of a CM entity to establish an MM connection the MM sublayer first decides whether to accept, delay, or reject this request:

-
An MM connection establishment may only be initiated by the mobile station when the following conditions are fulfilled:

-
Its update status is UPDATED.

· The MM sublayer is in one of the states MM IDLE or MM CONNECTION ACTIVE. Note: in A/Gb mode this means that MM is not in the state CONNECTION ACTIVE (GROUP TRANSMIT MODE).


An exception from this general rule exists for emergency calls (see section 4.5.1.5). A further exception is defined in the following clause.

-
If an MM specific procedure is running at the time the request from the CM sublayer is received, and the LOCATION UPDATING REQUEST message has been sent, the request will either be rejected or delayed, depending on implementation, until the MM specific procedure is finished and, provided that the network has not sent a "follow-on proceed" indication, the RR connection (in A/Gb mode) or the CS signalling connection (in Iu mode) is released. If the LOCATION UPDATING REQUEST message has not been sent, the mobile station may include a "follow-on request" indicator in the message. The mobile station shall then delay the request until the MM specific procedure is completed, when it may be given the opportunity by the network to use the RR connection (in A/Gb mode) or the CS signalling connection (in Iu mode): see section 4.4.4.6.

In order to establish an MM connection, the mobile station proceeds as follows:

a)
in A/Gb mode, if no RR connection exists, the MM sublayer requests the RR sublayer to establish an RR connection and enters MM sublayer state WAIT FOR RR CONNECTION / CS SIGNALLING CONNECTION (MM CONNECTION). This request contains an establishment cause and a CM SERVICE REQUEST message. When the establishment of an RR connection is indicated by the RR sublayer (this indication implies that the CM SERVICE REQUEST message has been successfully transferred via the radio interface, see section 2.2), the MM sublayer of the mobile station starts timer T3230, gives an indication to the CM entity that requested the MM connection establishment, and enters MM sublayer state WAIT FOR OUTGOING MM CONNECTION.

In Iu mode, if no CS signalling connection exists, the MM sublayer requests the RRC sublayer to establish the CS signalling connection and enters MM sublayer state WAIT FOR RR CONNECTION / CS SIGNALLING CONNECTION (MM CONNECTION). This request contains a CM SERVICE REQUEST message. When the establishment of the CS signalling connection is indicated by the RRC sublayer, the MM sublayer of the mobile station starts timer T3230, gives an indication to the CM entity that requested the MM connection establishment, and enters MM sublayer state WAIT FOR OUTGOING MM CONNECTION
b)
If an RR connection (in A/Gb mode) or if a CS signalling connection (in Iu mode) is available, the MM sublayer of the mobile station sends a CM SERVICE REQUEST message to the network, starts timer T3230, gives an indication to the CM entity that requested the MM connection establishment, and enters:

-
MM sublayer state WAIT FOR OUTGOING MM CONNECTION, if no MM connection is active;

-
MM sublayer state WAIT FOR ADDITIONAL OUTGOING MM CONNECTION, if at least one MM connection is active;

-
If an RR connection exists (in A/Gb mode) or if a CS signalling connection exists (in Iu mode) but the mobile station is in the state WAIT FOR NETWORK COMMAND then any requests from the CM layer that are received will either be rejected or delayed until this state is left.

c)
Only applicable for mobile stations supporting VGCS talking (A/Gb mode only):

If a mobile station which is in the MM sublayer state MM IDLE, service state RECEIVING GROUP CALL (NORMAL SERVICE), receives a request from the GCC sublayer to perform an uplink access, the MM sublayer requests the RR sublayer to perform an uplink access procedure and enters MM sublayer state WAIT FOR RR CONNECTION (GROUP TRANSMIT MODE).


When a successful uplink access is indicated by the RR sublayer, the MM sublayer of the mobile station gives an indication to the GCC sublayer and enters MM sublayer state MM CONNECTION ACTIVE (GROUP TRANSMIT MODE).


When an uplink access reject is indicated by the RR sublayer, the MM sublayer of the mobile station gives an indication to the GCC sublayer and enters the MM sublayer state MM IDLE, service state RECEIVING GROUP CALL (NORMAL SERVICE).


In the network, if an uplink access procedure is performed, the RR sublayer in the network provides an indication to the MM sublayer together with the mobile subscriber identity received in the TALKER INDICATION message. The network shall then enter the MM sublayer state MM CONNECTION ACTIVE (GROUP TRANSMIT MODE).

The CM SERVICE REQUEST message contains the 

-
mobile identity according to section 10.5.1.4;

-
mobile station classmark 2;

-
ciphering key sequence number; and 

-
CM service type identifying the requested type of transaction (e.g. mobile originating call establishment, emergency call establishment, short message service, supplementary service activation, location services)

A MS supporting eMLPP may optionally include a priority level in the CM SERVICE REQUEST message.

A collision may occur when a CM layer message is received by the mobile station in MM sublayer state WAIT FOR OUTGOING MM CONNECTION or in WAIT FOR ADDITIONAL OUTGOING MM CONNECTION. In this case the MM sublayer in the MS shall establish a new MM connection for the incoming CM message as specified in 4.5.1.3.

Upon receiving a CM SERVICE REQUEST message, the network shall analyse its content. The type of semantic analysis may depend on other on going MM connection(s). Depending on the type of request and the current status of the RR connection (in A/Gb mode) or of the CS signalling connection (in Iu mode), the network may start any of the MM common procedures and RR/RRC procedures.

In GSM, the network may initiate the classmark interrogation procedure, for example, to obtain further information on the mobile station's encryption capabilities.

The identification procedure (see section 4.3.3) may be invoked for instance if a TMSI provided by the mobile station is not recognized.

The network may invoke the authentication procedure (see section 4.3.2) depending on the CM service type.

In GSM, the network decides also if the ciphering mode setting procedure shall be invoked (see section 3.4.7 in GSM 04.18).

In UMTS, the network decides also if the security mode control procedure shall be invoked (see section 8.1.10 in TS 25.331).

NOTE:
If the CM_SERVICE_REQUEST message contains a priority level the network may use this to perform queuing and pre-emption as defined in TS 23.067.

In GSM, an indication from the RR sublayer that the ciphering mode setting procedure is completed, or reception of a CM SERVICE ACCEPT message, shall be treated as a service acceptance indication by the mobile station.

In Iu mode, an indication from the RRC sublayer that the security mode control procedure is completed, or reception of a CM SERVICE ACCEPT message, shall be treated as a service acceptance indication by the mobile station.  The procedures in section 4.1.1.1.1 shall always have precedence over this section.

In UMTS, during a MM connection establishment for all services, except for emergency call when no other MM connection exists (see chapter 4.1.1.1.1a), the security mode control procedure with activation of integrity protection shall be invoked by the network unless integrity protection is already started (see chapter 4.1.1.1.1).

The MM connection establishment is completed, timer T3230 shall be stopped, the CM entity that requested the MM connection shall be informed, and MM sublayer state MM CONNECTION ACTIVE is entered. The MM connection is considered to be active.

If the service request cannot be accepted, the network returns a CM SERVICE REJECT message to the mobile station.

The reject cause information element (see 10.5.3.6 and Annex G) indicates the reason for rejection. The following cause values may apply:

  #4 :
IMSI unknown in VLR

  #6 :
Illegal ME

#17 :
Network failure

#22 :
Congestion

#32 :
Service option not supported

#33 :
Requested service option not subscribed

#34 :
Service option temporarily out of order

In A/Gb mode, if no other MM connection is active, the network may start the RR connection release (see GSM 04.18) when the CM SERVICE REJECT message is sent.
In Iu mode, if no other MM connection is active, the network may start the CS signalling connection release (see TS 25.331).
If a CM SERVICE REJECT message is received by the mobile station, timer T3230 shall be stopped, the requesting CM sublayer entity informed. Then the mobile station shall proceed as follows:

-
If the cause value is not #4 or #6 the MM sublayer returns to the previous state (the state where the request was received). Other MM connections shall not be affected by the CM SERVICE REJECT message.

-
If cause value #4 is received, the mobile station aborts any MM connection, deletes any TMSI, LAI and ciphering key sequence number in the SIM, changes the update status to NOT UPDATED (and stores it in the SIM according to section 4.1.2.2), and enters the MM sublayer state WAIT FOR NETWORK COMMAND. If subsequently the RR connection (in A/Gb mode) or the CS signalling connection (in Iu mode) is released or aborted, this will force the mobile station to initiate a normal location updating. Whether the CM request shall be memorized during the location updating procedure, is a choice of implementation.

-
If cause value #6 is received, the mobile station aborts any MM connection, deletes any TMSI, LAI and ciphering key sequence number in the SIM, changes the update status to ROAMING NOT ALLOWED (and stores it in the SIM according to section 4.1.2.2), and enters the MM sublayer state WAIT FOR NETWORK COMMAND. The mobile station shall consider the SIM as invalid until switch-off or the SIM is removed.

4.5.1.2
Abnormal cases

Mobile station side:

a)
connection failure or IMSI deactivation


If an RR connection failure (in A/Gb mode) or a CS signalling connection failure (in Iu mode) occurs or the IMSI is deactivated during the establishment of an MM connection, the MM connection establishment is aborted, timers T3230 is stopped, and an indication is given to the CM entity that requested the MM connection establishment. This shall be treated as a rejection for establishment of the new MM connection, and the MM sublayer shall release all active MM connections.

b)
T3230 expiry


If T3230 expires the MM connection establishment is aborted and the requesting CM sublayer is informed. If no other MM connection exists then the mobile station shall proceed as described in section 4.5.3.1. Otherwise the mobile station shall return to the MM sublayer state where the request of an MM connection was received, i.e. to MM sublayer state MM connection active. Other ongoing MM connections (if any) shall not be affected.

c)
Reject cause values #95, #96, #97, #99, #100, #111 received


The same actions as on T3230 timer expiry shall be taken by the mobile station.

d)
connection establishment failure


If the mobile station detects an RR connection establishment failure (in A/Gb mode) or a CS signalling connection establishment failure (in Iu mode) during the establishment of an MM connection, it aborts the MM connection establishment and gives an indication to the CM entity that requested the MM connection establishment.

NOTE:
Further actions of the mobile station depend on the RR procedures, RRC procedures and MM specific procedures during which the abnormal situation has occurred and are described together with those procedures.

Network side:

a)
connection failure


The actions to be taken upon RR connection failure (in A/Gb mode) or CS signalling connection failure (in Iu mode) within a MM common procedure are described together with that procedure. An RR connection failure (in A/Gb mode) or a CS signalling connection failure (in Iu mode) occurring outside such MM common procedures, shall trigger the release of all active MM connections if any.

b)
Invalid message or message content


Upon reception of an invalid initial message or a CM SERVICE REQUEST message with invalid content, a CM SERVICE REJECT message shall be returned with one of the following appropriate Reject cause indications:

#  95:
Semantically incorrect message

#  96:
Mandatory information element error

#  97:
Message type non-existent or not implemented

#  99:
Information element non-existent or not implemented

# 100:
Conditional IE error

# 111:
Protocol error, unspecified


When the CM SERVICE REJECT message has been sent, if no other MM  connections exist or if the abnormal condition also has influence on the other MM connections:
· in A/Gb mode, the network may start RR connection release (see GSM 04.18), 
· in Iu mode, the network may start the CS signalling connection release (see TS 25.331).

4.5.1.3
MM connection establishment initiated by the network

4.5.1.3.1
Mobile Terminating CM Activity 

In A/Gb mode, when a CM sublayer entity in the network requests the MM sublayer to establish a MM connection, the MM sublayer in the network will request the establishment of an RR connection to the RR sublayer if no RR connection to the desired mobile station exists. The MM sublayer in the network is informed when the paging procedure is finished (see GSM 04.18 section 3.3.2) and the mobile station shall enter the MM state WAIT FOR NETWORK COMMAND.
In Iu mode, when a CM sublayer entity in the network requests the MM sublayer to establish a MM connection, the MM sublayer in the network requests the RRC sublayer to initiate paging for CS services (see TS 25.331 and TS 25.413). At reception of the paging message, the RRC sublayer in the MS delivers a paging indication to the MM sublayer (see TS 25.331). At reception of this paging indication, the MM sublayer in the MS requests the RRC sublayer to establish the CS signalling connection and enters the MM sublayer state WAIT FOR CS SIGNALLING CONNECTION (PAGING RESPONSE). This request contains a PAGING RESPONSE message defined in GSM 04.18 section 9.1.25. For reasons of backward compatibility, the PAGING RESPONSE shall use the RR protocol discriminator. When the establishment of the CS signalling connection is indicated by the RRC sublayer, the MS enters the MM sublayer state WAIT FOR NETWORK COMMAND.

In GSM, when an RR connection is established (or if it already exists at the time the request is received), the MM sublayer may initiate any of the MM common procedures (except IMSI detach); it may request the RR sublayer to perform the RR classmark interrogation procedure, and/or the ciphering mode setting procedure.

In Iu mode, when a CS signalling connection is established (or if it already exists at the time the request is received), the MM sublayer may initiate any of the MM common procedures (except IMSI detach); it may request the RRC sublayer to perform the security mode control procedure.

When all MM and RR/RRC procedures are successfully completed which the network considers necessary, the MM sublayer will inform the requesting mobile terminating CM sublayer entity on the success of the MM connection establishment.

If an RR connection (in A/Gb mode) or a CS signalling connection (in Iu mode) already exists and no MM specific procedure is running, the network may also establish a new mobile terminating MM connection by sending a CM message with a new PD/TI combination. 

In A/Gb mode, if the establishment of an RR connection is unsuccessful, or if any of the MM common procedures or the ciphering mode setting fail, this is indicated to the CM layer with an appropriate error cause.

In Iu mode, if the establishment of the CS signalling connection is unsuccessful, or if any of the MM common procedures or the security mode control fail, this is indicated to the CM layer with an appropriate error cause.

If an RR connection (in A/Gb mode) or a CS signalling connection (in Iu mode) used for a MM specific procedure exists to the mobile station, the CM request may be rejected or delayed depending on implementation. When the MM specific procedure has been completed, the network may use the same RR connection (in A/Gb mode) or the same CS signalling connection (in Iu mode) for the delayed CM request.

In A/Gb mode, only applicable in case of VGCS talking:

In the MM CONNECTION ACTIVE (GROUP TRANSMIT MODE) the mobile station is in RR Group transmit mode. There shall be only one MM connection active.

When in MM CONNECTION ACTIVE (GROUP TRANSMIT MODE) state, the MM sublayer in the network shall reject the request for the establishment of another MM connection by any CM layer.

If the RR sublayer in the network indicates a request to perform a transfer of the mobile station from RR connected mode to RR Group transmit mode which will result in a transition from MM CONNECTION ACTIVE state to MM CONNECTION ACTIVE (GROUP TRANSMIT MODE) state in the MM sublayer, the MM sublayer shall not allow the transition if more than one MM connection is active with the mobile station.

4.5.1.3.2
Mobile Originating CM Activity $(CCBS)$

In A/Gb mode, when a CM sublayer entity in the network requests the MM sublayer to establish a MM connection, the MM sublayer in the network will request the establishment of an RR connection to the RR sublayer if no RR connection to the desired mobile station exists. The MM sublayer in the network is informed when the paging procedure is finished (see GSM 04.18 section 3.3.2) and the mobile station shall enter the MM state WAIT FOR NETWORK COMMAND.
In Iu mode, when a CM sublayer entity in the network requests the MM sublayer to establish a MM connection, the MM sublayer in the network requests the RRC sublayer to initiate paging for CS services (see TS 25.331 and TS 25.413). At reception of the paging message, the RRC sublayer in the MS delivers a paging indication to the MM sublayer (see TS 25.331). At reception of this paging indication, the MM sublayer in the MS requests the RRC sublayer  to establish the CS signalling connection and enters the MM sublayer state WAIT FOR CS SIGNALLING CONNECTION (PAGING RESPONSE). This request contains a PAGING RESPONSE message defined in GSM 04.18 section 9.1.25. For reasons of backward compatibility, the PAGING RESPONSE shall use the RR protocol discriminator. When the establishment of the CS signalling connection is indicated by the RRC sublayer, the MS enters the MM sublayer state WAIT FOR NETWORK COMMAND.
In A/Gb mode, when an RR connection is established (or if it already exists at the time the request is received), the MM sublayer may initiate any of the MM common procedures (except IMSI detach), it may request the RR sublayer to perform the RR classmark interrogation procedure and/or the ciphering mode setting procedure. 

In Iu mode, when a CS signalling connection is established (or if it already exists at the time the request is received), the MM sublayer may initiate any of the MM common procedures (except IMSI detach), it may request the RRC sublayer to perform the security mode control procedure.

The network should use the information contained in the Mobile Station Classmark Type 2 IE on the mobile station's support for "Network Initiated MO CM Connection Request" to determine whether to:


not start this procedure eg if an RR connection (in A/Gb mode) or a CS signalling connection (in Iu mode) already exists, or,


to continue this procedure, or, 


to release the newly established RR connection (in A/Gb mode) or CS signalling connection (in Iu mode).

In the case of a "Network Initiated MO CM Connection Request" the network shall use the established RR connection (in A/Gb mode) or the established CS signalling connection (in Iu mode) to send a CM SERVICE PROMPT message to the mobile station.  

If the mobile station supports "Network Initiated MO CM Connection Request", the MM sublayer of the MS gives an indication to the CM entity identified by the CM SERVICE PROMPT message and enters the MM sublayer state PROCESS CM SERVICE PROMPT.  In the state PROCESS CM SERVICE PROMPT the MM sublayer waits for either the rejection or confirmation of  the recall by the identified CM entity. Any other requests from the CM entities shall either be rejected or delayed until this state is left. 

When the identified CM entity informs the MM sublayer, that it has send the first CM message in order to start the CM recall procedure the MM sublayer enters the state MM CONNECTION ACTIVE. 

If the identified CM entity indicates that it will not perform the CM recall procedure the MM sublayer starts timer T3240 and enter the state WAIT FOR NETWORK COMMAND, expecting the release of the RR connection (in A/Gb mode) or of the CS signalling connection (in Iu mode). 

If the CM SERVICE PROMPT message is received by the MS in MM sublayer states WAIT FOR OUTGOING MM CONNECTION or in WAIT FOR ADDITIONAL OUTGOING MM CONNECTION then the mobile station shall send an MM STATUS message with cause " Message not compatible with protocol state". 

A mobile that does not support "Network Initiated MO CM Connection Request" shall return an MM STATUS message with cause #97 "message type non-existent or not implemented" to the network. 

If the mobile station supports "Network Initiated MO CM Connection Request" but the identified CM entity in the mobile station does not provide the associated support, then the mobile station shall send an MM STATUS message with cause "Service option not supported". In the case of a temporary CM problem (eg lack of transaction identifiers) then the mobile station shall send an MM STATUS message with cause "Service option temporarily out of order".

If an RR connection (in A/Gb mode) or a CS signalling connection (in Iu mode) already exists and no MM specific procedure is running, the network may use it to send the CM SERVICE PROMPT message.

In A/Gb mode, if the establishment of an RR connection is unsuccessful, or if any of the MM common procedures or the ciphering mode setting fail, this is indicated to the CM layer in the network with an appropriate error cause.

In Iu mode, if the establishment of the CS signalling connection is unsuccessful, or if any of the MM common procedures or the security mode control fail, this is indicated to the CM layer in the network with an appropriate error cause.

If an RR connection (in A/Gb mode) or a CS signalling connection (in Iu mode) used for a MM specific procedure exists to the mobile station, the "Network Initiated MO CM Connection Request" may be rejected or delayed depending on implementation. When the MM specific procedure has been completed, the network may use the same RR connection (in GMS) or the same CS signalling connection (in Iu mode) for the delayed "Network Initiated MO CM Connection Request".




4.5.1.4
Abnormal cases

The behaviour upon abnormal events is described together with the relevant RR/RRC procedure or MM common procedure.

4.5.1.5
MM connection establishment for emergency calls

A MM connection for an emergency call may be established in all states of the mobility management sublayer which allow MM connection establishment for a normal originating call. In addition, establishment may be attempted in all service states where a cell is selected (see 4.2.2) but not in the MM CONNECTION ACTIVE state (GROUP TRANSMIT MODE) state. However, as a network dependent option, a MM connection establishment for emergency call may be rejected in some of the states.

NOTE:
In GSM, if a mobile station is camping in a network where voice services are not available (CELL_BAR_QUALIFY_2 parameter indicates no voice service) and requests an emergency call service, the mobile station shall immediately go to "Any Cell Selection" state as defined in GSM 03.22, prior to establishing the emergency call.

When a user requests an emergency call establishment the mobile station will send a CM SERVICE REQUEST message to the network with a CM service type information element indicating emergency call establishment. If the network does not accept the emergency call request, e.g., because IMEI was used as identification and this capability is not supported by the network, the network will reject the request by returning a CM SERVICE REJECT message to the mobile station.

The reject cause information element indicates the reason for rejection. The following cause values may apply:

#3

"Illegal MS"

#4

"IMSI unknown in VLR"

#5

"IMEI not accepted"

#6

"Illegal ME"

#17
"Network failure"

#22
"Congestion"

#32
"Service option not supported"

#34
"Service option temporarily out of order"

With the above defined exceptions, the procedures described for MM connection establishment in 4.5.1.1 and 4.5.1.2 shall be followed.

NOTE:
Normally, the mobile station will be identified by an IMSI or a TMSI. However, if none of these identifiers is available in the mobile station, then the mobile station shall use the IMEI for identification purposes. The network may in that case reject the request by returning a CM SERVICE REJECT message with reject cause:

#5
"IMEI not accepted".

4.5.1.6
Call re-establishment [FFS for Iu mode]
The re-establishment procedure allows a MS to resume a connection in progress after a radio link failure, possibly in a new cell and possibly in a new location area. The conditions in which to attempt call re-establishment or not depend on the call control state, see section 5.5.4 and, whether or not a cell allowing call re-establishment has been found (as described in GSM 05.08). MM connections are identified by their protocol discriminators and transaction identifiers: these shall not be changed during call re-establishment.

The re-establishment takes place when a lower layer failure occurs and  at least one MM connection is active (i.e.. the mobile station's MM sublayer is either in state 6 "MM CONNECTION ACTIVE" or state 20 "WAIT FOR ADDITIONAL OUTGOING MM CONNECTION").

NOTE:
During a re-establishment attempt the mobile station does not return to the MM IDLE state; thus no location updating is performed even if the mobile is not updated in the location area of the selected cell.

No call re-establishment shall be performed for voice group and broadcast calls.

4.5.1.6.1
Call re-establishment, initiation by the mobile station

NOTE:
The network is unable to initiate call re-establishment.

If at least one request to re-establish an MM connection is received from a CM entity as a response to the indication that the MM connection is interrupted (see 4.5.2.3.) the mobile station initiates the call re-establishment procedure. If several CM entities request re-establishment only one re-establishment procedure is initiated. If any CM entity requests re-establishment, then re-establishment of all transactions belonging to all Protocol Discriminators that permit Call Re-establishment shall be attempted.

Upon request of a CM entity to re-establish an MM connection the MM sublayer requests the RR sublayer to establish an RR connection and enters MM sublayer state WAIT FOR REESTABLISH. This request contains an establishment cause and a CM RE-ESTABLISHMENT REQUEST message. When the establishment of an RR connection is indicated by the RR sublayer (this indication implies that the CM RE-ESTABLISHMENT REQUEST message has been successfully transferred via the radio interface, see section 2.2), the MM sublayer of the mobile station starts timer T3230, gives an indication to all CM entities that are being re-established, and remains in the MM sublayer state WAIT FOR REESTABLISH.

The CM RE-ESTABLISHMENT REQUEST message contains the

-
mobile identity according to section 10.5.1.4;

-
mobile station classmark 2;

-
ciphering key sequence number.

NOTE:
Whether or not a CM entity can request re-establishment depends upon the Protocol Discriminator. The specifications for Short Message Service (GSM 04.11), Call Independent Supplementary Services (TS 24.010) and Location Services (TS 24.071) do not currently specify any re-establishment procedures.

Upon receiving a CM RE-ESTABLISHMENT REQUEST message, the network shall analyse its content. Depending on the type of request, the network may start any of the MM common procedures and RR procedures.

The network may initiate the classmark interrogation procedure, for example, to obtain further information on the mobile station's encryption capabilities.

The identification procedure (see section 4.3.3) may be invoked.

The network may invoke the authentication procedure (see section 4.3.2).

The network decides if the ciphering mode setting procedure shall be invoked (see GSM 04.18 section 3.4.7).

An indication from the RR sublayer that the ciphering mode setting procedure is completed, or reception of a CM SERVICE ACCEPT message, shall be treated as a service acceptance indication by the mobile station. 


The MM connection re-establishment is completed, timer T3230 shall be stopped, all CM entities associated with the re-establishment shall be informed, and MM sublayer state MM CONNECTION ACTIVE is re-entered. All the MM connections are considered to be active.

If the network cannot associate the re-establishment request with any existing call for that mobile station, a CM SERVICE REJECT message is returned with the reject cause:

#38
"call cannot be identified"

If call re-establishment cannot be performed for other reasons, a CM SERVICE REJECT is returned, the appropriate reject cause may be any of the following (see annex G):

# 4

"IMSI unknown in VLR";

# 6

"illegal ME";

#17
"network failure";

#22
"congestion";

#32
"service option not supported";

#34
"service option temporarily out of order".

Whatever the reject cause a mobile station receiving a CM SERVICE REJECT as a response to the CM RE-ESTABLISHMENT REQUEST shall stop T3230, release all MM connections and proceed as described in section 4.5.3.1. In addition:

-
if cause value #4 is received, the mobile station deletes any TMSI, LAI and ciphering key sequence number in the SIM, changes the update status to NOT UPDATED (and stores it in the SIM according to section 4.1.2.2), and enters the MM sublayer state WAIT FOR NETWORK COMMAND. If subsequently the RR connection is released or aborted, this will force the mobile station to initiate a normal location updating). The CM re-establishment request shall not be memorized during the location updating procedure.

-
if cause value #6 is received, the mobile station deletes any TMSI, LAI and ciphering key sequence number in the SIM, changes the update status to ROAMING NOT ALLOWED (and stores it in the SIM according to section 4.1.2.2), and enters the MM sublayer state WAIT FOR NETWORK COMMAND. The MS shall consider the SIM as invalid until switch-off or the SIM is removed.

4.5.1.6.2
Abnormal cases

Mobile station side:

a)
Random access failure or RR connection establishment failure


If the mobile station detects a random access failure or RR connection establishment failure during the re-establishment of an MM connection, the re-establishment is aborted and all MM connections are released.

b)
RR connection failure


If a RR connection failure occurs, timer T3230 is stopped, the re-establishment is aborted and all active MM connections are released.

c)
IMSI deactivation


If the IMSI deactivated during the re-establishment attempt then timer T3230 is stopped, the re-establishment is aborted and all MM connections are released.

d)
T3230 expires


If T3230 expires (i.e. no response is given but a RR connection is available) the re-establishment is aborted, all active MM connections are released and the mobile station proceeds as described in section 4.5.3.1.

e)
Reject causes #96, #97, #99, #100, #111 received


The mobile station shall perform the same actions as if timer T3230 had expired.

Network side:

a)
RR connection failure


If a RR connection failure occurs after receipt of the CM RE-ESTABLISHMENT REQUEST the network shall release all MM connections.

b)
Invalid message content


Upon reception an invalid initial of message or a CM RE-ESTABLISHMENT REQUEST message with invalid content, a CM SERVICE REJECT message shall be returned with one of the following appropriate Reject cause indications:

#96:
Mandatory information element error

#99:
Information element non-existent or not implemented

#100:
Conditional IE error

#111:
Protocol error, unspecified

When the CM SERVICE REJECT message has been sent, the network shall release the RR connection.

4.5.1.7
Forced release during MO MM connection establishment

If the mobile station's CM layer initiated the MM connection establishment but the CM layer wishes to abort the establishment prior to the completion of the establishment phase, the mobile station shall send a CM SERVICE ABORT message any time after the completion of the RR connection (in A/Gb mode) or of the CS signalling connection (in Iu mode) and not after the first CM message (e.g. SETUP) is sent.

If the first CM message has already been sent, the normal release procedure defined by the appropriate CM protocol applies and the CM SERVICE ABORT shall not be sent.

Sending of the CM SERVICE ABORT message is only allowed during the establishment of the first MM connection, where no other MM connection exists in parallel. If parallel MM connections exist already, a new connection establishment cannot be aborted and normal MM connection release according to 4.5.3 applies after MM connection establishment.

Upon transmission of the CM SERVICE ABORT message the mobile station shall set timer T3240 and enter the state WAIT FOR NETWORK COMMAND, expecting the release of the RR connection (in A/Gb mode) or of the CS signalling connection (in Iu mode).

Upon receipt of the CM SERVICE ABORT message the network shall abort ongoing processes, release the appropriate resources, and unless another MM connection establishment is pending, initiate a normal release of the RR connection (in A/Gb mode) or of the CS signalling connection (in Iu mode).

In A/Gb mode, if the RR connection is not released within a given time controlled by timer T3240, the mobile station shall abort the RR connection. 
In Iu mode, if the CS signalling connection is not released within a given time controlled by the timer T3240, the mobile station shall request the release of the CS signalling connection (see TS 25.331).
In all cases, the mobile station shall return to state MM IDLE; the service state depending upon the current update status as specified in section 4.2.3.

4.5.2
MM connection information transfer phase

After the MM connection has been established, it can be used by the CM sublayer entity for information transfer. According to the protocol architecture described in TS 24.007, each CM entity will have its own MM connection. These different MM connections are identified by the protocol discriminator PD and, additionally, by the transaction identifier TI.

All MM common procedures may be initiated at any time while MM connections are active. 
In A/Gb mode, except for Short Message Control which uses a separate layer 2 low priority data link, no priority mechanism is defined between the CM, MM and RR sublayer messages.
In Iu mode, CC, SS and MM sublayers use the same high priority QoS. SMS use the low priority QoS.
4.5.2.1
Sending CM messages

A CM sublayer entity, after having been advised that a MM connection has been established, can request the transfer of CM messages. The CM messages passed to the MM sublayer are then sent to the other side of the interface with the PD and TI set according to the source entity.

4.5.2.2
Receiving CM messages

Upon receiving a CM message, the MM sublayer will distribute it to the relevant CM entity according to the PD value and TI value. However, if the received CM message is the first for the MM connection (identified by PD and TI), the MM sublayer will in addition indicate to the CM entity that a new MM connection has been established.

4.5.2.3
Abnormal cases

Connection failure:


If an RR connection failure (in A/Gb mode) or a CS signalling connection failure (in Iu mode) occurs during an RR/RRC or MM common procedure, the consequent actions are described together with that procedure.


In other cases, the following applies:


Mobile station:


The MM sublayer shall indicate to all CM entities associated with active MM connections that the MM connection is interrupted, the subsequent action of the MM sublayer (call re-establishment, see 4.5.1.6, or local release) will then depend on the decisions by the CM entities.


Network:


The MM sublayer shall locally release all active MM connections. As an option the network may delay the release of all or some of the MM connections to allow the mobile station to initiate call re-establishment 

4.5.3
MM connection release

An established MM connection can be released by the local CM entity. The release of the CM connection will then be done locally in the MM sublayer, i.e. no MM message are sent over the radio interface for this purpose.

4.5.3.1
Release of associated RR connection (in A/Gb mode) or associated CS signalling connection (in Iu mode)
If all MM connections are released by their CM entities, the mobile station shall set timer T3240 and enter the state WAIT FOR NETWORK COMMAND, expecting the release of the RR connection (in A/Gb mode) or of the CS signalling connection (in Iu mode).

In the network, if the last MM connection is released by its user, the MM sublayer may decide to release the  RR  connection (in A/Gb mode) or the CS signalling connection (in Iu mode). The RR connection (in A/Gb mode) or the CS signalling connection (in Iu mode) may be maintained by the network, e.g. in order to establish another MM connection.

In A/Gb mode, if the RR connection is not released within a given time controlled by the timer T3240, the mobile station shall abort the RR connection. 
In Iu mode, if the CS signalling connection is not released within a given time controlled by the timer T3240, the mobile station shall request the release of the CS signalling connection (see TS 25.331).
In all cases, the MS shall return to MM IDLE state; the service state depending upon the current update status as specified in section 4.2.3.

4.5.3.2
Uplink release in a voice group call (A/Gb mode only)
(Only applicable for mobile stations supporting VGCS talking:)

If a mobile station which is in the MM sublayer state MM CONNECTION ACTIVE (GROUP TRANSMIT MODE) receives a request from the GCC sublayer to perform an uplink release, the MM sublayer requests the RR sublayer to perform an uplink release procedure and enters the MM sublayer state RECEIVING GROUP CALL (NORMAL SERVICE).

4.6
Receiving a MM STATUS message by a MM entity.

If the MM entity of the mobile station receives a MM STATUS message no state transition and no specific action shall be taken as seen from the radio interface, i.e. local actions are possible.

With the exceptions described for the responses to the CM SERVICE PROMPT message, the actions to be taken on receiving a MM STATUS message in the network are an implementation dependent option.

Next modified section

11
List of system parameters

The description of timers in the following table should be considered a brief summary. The precise details are found in sections 3 to 6, which should be considered the definitive descriptions.

11.1
Timers and counters for radio resource management

See 04.18.

11.2
Timers of mobility management

Table 11.1/TS 24.008: Mobility management timers - MS-side

TIMER

NUM.
MM
ST
AT
TIME
OUT
VAL.
CAUSE FOR START
NORMAL STOP
AT THE EXPIRY

T3210
3
20s
-
LOC_UPD_REQ sent
-
LOC_UPD_ACC

-
LOC_UPD_REJ

-
AUTH_REJ

-
Lower layer failure


Start T3211

T3211
1

2
15s
-
LOC_UPD_REJ with cause#17 netw. failure

-
lower layer failure or RR conn. released after RR conn. abort during loc. updating
-
Time out

-
cell change

-
request for MM connection establishment

-
change of LA


Restart the Location update proc.

T3212
1,

2
Note 1
-
termination of MM service or MM signalling
-
initiation of MM service or MM signalling
initiate periodic updating

T3213
1

2

11
4s
-
location updating failure
-
expiry

-
change of system information parameter
new random attempt

T3214
3

5

7
20s
AUTHENT FAILURE

Cause = MAC failure sent
 AUTHENT REQ

- received
Consider the network as ’false’ (see 4.3.2.6.1)

T3216
3

5

7
15s
AUTHENT FAILURE

Cause = Synch failure sent
AUTHENT REQ received
Consider the network as ’false’ (see 4.3.2.6.1)

T3220
7
5s
-
IMSI DETACH
-
release from RM-sublayer
enter Null or Idle, ATTEMPTING TO UPDATE

T3230
5
15s
-
CM SERV REQ

CM REEST REQ
-
Cipher mode setting

-
CM SERV REJ

-
CM SERV ACC
Provide release ind.

T3240
9

10
10s
see section 11.2.1
see section 11.2.1
abort the RR connection (in A/Gb mode) or the CS signalling connection (in Iu mode)

NOTE 1:
The timeout value is broadcasted in a SYSTEM INFORMATION message

Table 11.2/TS 24.008: Mobility management timers - network-side

TIMER

NUM.
MM
ST
AT
TIME
OUT
VAL.
CAUSE FOR START
NORMAL STOP
AT THE EXPIRY
AT THE SECOND EXPIRY

T3250
6
12s
TMSI-REAL-CMD or LOC UPD ACC with new TMSI sent
TMSI-REALL-COM received
Optionally Release RR connection (in A/Gb mode) or the CS signalling connection (in Iu mode)


T3255

Note
LOC UPD ACC sent with"Follow on Proceed"
CM SERVICE REQUEST
Release RR Connection  (in A/Gb mode) or release the CS signalling connection (in Iu mode) or use for mobile station terminating call


T3260
5
12s
AUTHENT-REQUEST sent
AUTHENT-RESPONSE received

AUTHENT-FAILURE received
Optionally Release RR connection (in A/Gb mode) or the CS signalling connection (in Iu mode)



T3270
4
12s
IDENTITY REQUEST sent
IDENTITY RESPONSE received
Optionally Release RR connection (in A/Gb mode) or the CS signalling connection (in Iu mode)


NOTE 2:
The value of this timer is not specified by this recommendation.

11.2.1
Timer T3240

Timer T3240 is started in the mobile station when:

-
the mobile station receives a LOCATION UPDATING ACCEPT message completing a location updating procedure in the cases specified in section 4.4.4.6 and 4.4.4.8;

-
the mobile station receives a LOCATION UPDATING REJECT message in the cases specified in section 4.4.4.7;

-
the mobile station has sent a CM SERVICE ABORT message as specified in section 4.5.1.7;

-
the mobile station has released or aborted all MM connections in the cases specified in 4.3.2.5, 4.3.5.2, 4.5.1.1, and 4.5.3.1.

Timer T3240 is stopped, reset, and started again at receipt of an MM message.

Timer T3240 is stopped and reset (but not started) at receipt of a CM message that initiates establishment of an CM connection (an appropriate SETUP, REGISTER, or CP-DATA message as defined in TS 24.008, TS 24.010 or GSM 04.11).
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